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2. Introduction

An electronic signature is data in electronic form, which together with other data to which they have
been attached or with which they are logically associated, are used to identify the person who is
signing. Electronic qualified signature (so-called secure electronic signature) can be obtained at
qualified institutions providing certification services. In the process of submitting a qualified signature,
several elements are used that form the so-called secure environment: cryptographic card, reader,
software, qualified certificate, certificate issuer (entered into the register of authorized entities of the
National Certification Center). A qualified certificate is used to submit a qualified electronic signature.
Such a certificate is issued to a specific person and certifies the identity of that person, which in the
legal world results in the fact that an electronic signature made using such a certificate is equivalent
to a handwritten signature. You can give a power of attorney to sign documents, whereas an
authorized person must have a qualified certificate with which to sign it under the appropriate

documents.
In the Purchasing System environment, a qualified electronic signature is used for:

* signing of offers / applications forms in public proceedings;

* sign confirmation of withdrawal of the application / offer;

e sign confirmation of bidding increments (if such requirement is defined by the auction
operator);

* signing the Single European Order Document and attachments to applications / offers
(depending on the Contractor's decision, because these documents may be signed locally, ie
at the Contractor's user's workstation, and then attached to the Purchasing System );

e signing answers to questions asked by the Employer to the Contractor (if he has defined such

a requirement).

The above-mentioned activities take place from the level of an internet browser, and their correct
implementation is related to the prior installation and configuration of the electronic set and Internet
browser. Mention must also be made of the necessity for the user's workstation to meet the

technical requirements.
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This document contains the requirements of the workstation, the configuration of the Google

Chrome / Motzilla FireFox browser, and the instruction to sign the auction increment.
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3. Workstation technical requirements

Minimal hardware and software requirements for using an electronic signature on Purchasing System

are detailed below:

1) A PC/ Apple computer with access to internet

2) Installed operating system:

o Windows 7 / Windows 8.1 / Windows 10 / Windows 11 / MacOS in a version supported by the
manufacturer

3) Web browser:

. Modzilla Firefox in a version supported by the manufacturer.
. Google Chrome in a version supported by the manufacturer
. Safari in a version supported by the manufacturer

that allows to use session cookie files and supports TLS 1.2 or higher encryption;

4) Java runtime environment version 8u202 or newer installed on the computer. For 32 bit
operating system, 32 bit Java Runtime Environment required. For 64 bit operating system, both 32 bit
and 64 bit Java Runtime Environment required. Recommended version Java 8u202. Using both Oracle

Java and AdoptOpenl)DK is possible (AdoptOpen)DK preferred).

5) Internet connection: min. 512 Kbps per computer (recommended broadband internet

connection);

6) Essential software and hardware used in signing the electronic signature:
¢ middleware software that uses PKCS#11 interface (version 2.01 or higher)
* cryptographic card reader compliant with PC/SC specification.
*  Cryptographic card compatible with any card reader compliant with PC/SC specification.

¢ A Hardware Security Module device compatible with PKCS#11 interface

7) In the case of electronic signature on a physical medium - A cryptographic card reader
connected or embedded in the computer issued by the issuer of the certificate used by the Contractor
(the card present in the reader when the signature is made), or a Smart Card Reader / Omnikey device;
8) in the case of cloud-based electronic signature — make sure the certificate is authenticated in
the user’s session at the time of signing (e.g. by launching the application supplied by the signature’s

issuer and entering the private key activating the certificate);
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9) Installed on the workstation current drivers for the cryptographic card reader (manufacturer
websites, software installed dedicated to the signature). For cloud-based signature, software supplied
with the signature installed;

10) A qualified certificate installed on a computer on which the Contractor will log into the account
(for Windows operating system, the certificate must be visible in the Windows Certificate logical store
named "Personal").

11) For Google Chrome and Mozilla Firefox browsers, installed a dedicated extension , Podpis
elektroniczny Szafir SDK” and installed ,Szafir Host” application.

Before attempting to place the tender or take part in electronic auction making use of electronic
signatures, it is adviced to check the configuration of electronic signature on the device that will be

used to place the tender or take part in electronic auction.

Recommended version of the JAVA runtime environment can bo downloaded from here:

https://www.oracle.com/pl/java/technologies/javase/javase8-archive-downloads.html

The current version of the JAVA runtime environment can be downloaded from here:

https://www.java.com/pl/download/

https://adoptium.net/temurin/releases/?version=8

You can check your version in accordance with the instructions available at the link:

https://www.java.com/pl/download/help/version _manual.xml

The purchasing system enables the submission of a qualified electronic signature with the use of
qualified certificates provided by one of the suppliers accredited by the Ministry of Digitization, among
others Eurocert, KIR, PWPW or CERTUM by Asseco. The full list can be found at
https://www.nccert.pl/tsl.htm. Certificates issued by qualified entities in European Union countries

are also valid.

The installation procedure may vary depending on the signature provider, but three main aspects can

be distinguished:

* Installation of the software and appropriate drivers (provided with the certificate / update),

eg CryptoCard Suite;
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¢ Inserting the card into the reader in order to verify the signature operation (eg whether
active);
¢ Installing the appropriate certificates (it is worth checking if the certificates are available in

the Windows warehouse).

Detailed instructions related to the installation and launch of electronic signatures are available on the
websites of individual suppliers (possibly provided with the signature and software as a component of

the set).

Information about the installation of an electronic signature on the example of CERTUM:

https://www.certum.pl/pl/wsparcie/cert wiedza podpis elektroniczny instalacja zestawu certum/

ATTENTION - due to restrictive security policies applicable in some organizations and the resulting
restrictions imposed on corporate users' workstations in order to correctly implement the
functionality of electronic document signing in the Purchasing System environment, it is
recommended in case of technical problems to contact local technical support of the IT department
which will have wide possibilities of configuring the browser (launching the browser as an

administrator) and a workstation due to administrative rights.
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4. KIR Szafir

The functionality of the electronic signature isimplemented via the KIR Szafir applet. This is a dedicated
extension that needs to be installed in the browser. If the extension is not installed, the system will
automatically initiate the installation / update of the component - the condition is for the user to start
the action that starts the signature procedure in Purchasing System, e.g. clicking "Submit offer" or

"Send" (answer).

The extension can also be installed without using the automatic mechanism from Purchasing System .
If there are problems with the automatic component update, it can also be downloaded manually.
Depending on the browser, the applet is available under various Internet addresses, eg extensions for

the Mozilla FireFox browser can be downloaded from here:

https://www.elektronicznypodpis.pl/download/webmodule/firefox/szafir_sdk_web-0.0.10-anfx.xpi

LL L] E

Image 1 Szafir KIR console icon launched in the Mozilla FireFox browser

If the current version of the applet is installed in the browser, it will be launched from the browser
level after the user initiates the signature procedure in Purchasing System (eg clicking the "Submit

offer" button.) Console icon Szafir KIR will appear in the browser bar ( Fig.1)

NOTE - Some of the web browsers use the JAVA runtime environment to run the applet. An old
version of the JAVA runtime environment or an unactivated JAVA plugin can cause the Szafir applet

to not start or not work correctly.

It should also be noted that the browser on which the signature procedure will be launched (so the KIR
Szafir applet) must be obligatory to have the pop-up blocking disabled (thread presented in the further

part of the manual).

In the case of the Google Chrome / Mozilla FireFox browser (from version 52), the installation of

additional Szafir Host application providing electronic signature functions is also a necessary element
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of the proper functioning of the signature. The Szafir Host installer can be downloaded from the

following locations (depending on the version of Windows):

e Windows 32 bit:

http://www.elektronicznypodpis.pl/gfx/elektronicznypodpis/pl/defaultstronaopisowa/146/1/1/szafir

host x86.msi

e  Windows 64 bit:

http://www.elektronicznypodpis.pl/gfx/elektronicznypodpis/pl/defaultstronaopisowa/146/1/1/szafir

host.msi

The Szafir Host installation is also automated, i.e. the user, by executing the action starting the
signature procedure, will call a window that will carry it out by downloading and installing the

extension.

Podpis elektroniczny X

Brakuje wymaganego oprogramowania HostApp KIR lub
zainstalowane oprogramowanie jest nieaktualne

Image 2 The "Electronic signature" window initiating the Szafir Host installation

After installing the Szafir SDK extension and the Szafir Host application, reload the current browser
page (refresh). If the extension and the application have been installed correctly and the user continues
to diagnose problems while working with the signature, check whether the browser includes the szafir

SDK extension and whether the JAVA runtime environment is installed on the computer.
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5. Configuring the Mozilla FireFox browser

The proper operation of the KIR Szafir control requires installation of two dedicated elements on the
user's workstation - an extension to the SDK Szafir KIR browser and the Szafir Host application. Despite
the automation of the process of downloading and updating both of these elements (presented in
Chapter 7), if necessary, you can download both components manually via the links listed in Chapter 4

of this manual.
5.1 Blocking pop-up windows

The element that may be a problem during the implementation of the electronic signature in the

Purchasing System environment (especially the update / installation of components required for its

proper operation) is the blocking of pop-ups. To turn it off, click on the = icon, then select "Options".
The next step is to go to the "Privacy and security" section. In the ,Permissions” section use
,Exceptions” buton to the right of ,Block pop-up windows” checkbox to add webpage

|II

Lhttps://swpp2.gkpge.pl” to exception site list.

Permissions

® Location Settings...
M Camera Settings...
& Microphone Settings...
&) Notifications Learn more Settings...

Pause notifications until Firefox restarts

/| Block websites from automatically playing sound Exceptions...
|+'| Block pop-up windows Exceptions...
[+ | Warn you when websites try to install add-ons Exceptions...

Prevent accessibility services from accessing your browser Learn more

Image 3 Disable pop-up blocking (Mozilla FireFox)

-10
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6. Configuring Google Chrome browser

The proper operation of the KIR Szafir control requires installation of two dedicated elements on the
user's workstation - an extension to the SDK Szafir KIR browser and the Szafir Host application. Despite
the automation of the process of downloading and updating both of these elements (presented in
Chapter 7), if necessary, you can download both components manually via the links listed in Chapter 4

of this manual.
6.1 Blocking pop-up windows

The element that may be a problem during the implementation of the electronic signature in the

Purchasing System environment (especially the update / installation of components required for its

proper operation) is the blocking of pop-ups. To turn it off, click the , icon, then go do
,settings”. Next go to section ,,Privacy and security”, then ,Site settings” and finally ,Pop-ups and
redirects”

There, in ,,Allowed to send pop-ups and use redirects” section use Add buton to add

B

Lhttps://swpp2.gkpge.pl” website.

-11



Pce>

PGE Dystrybucja S.A.

7. Installation and launch of the Szafir KIR control in the

browser

7.1 Step 1

In order to install and run the KIR Szafir control, the signature procedure should be started from the

Purchasing System level using one of the dedicated actions, eg "Submit an offer". The message "Wait

for the electronic signature to be activated" will appear on the screen.

Podpis elektroniczny

Brakuje wymaganego oprogramowania HostApp KiR lub

zainstalowane oprogramowanie jest nieakrualne

INSTALUJ NA WINDOWS INSTALUJ NA LINUX

Image 4 A message dedicated to the installation of the KIR Host App

To install Szafir Host for Windows click on the "Install on Windows" button.

Opening szafirhost.msi

You have chosen to open:

[}Bﬁl szafirhost.msi

from: http:/fwww.eleltronicznypodpiz.pl

Would you like to save this file?

which is: Windows Installer Package (392 KE)

Save File

Cancel

Image 5 Information about downloading the Szafir Host installer

After the download is completed, the saved file can be opened. Click on the "Save file" button and

wait until the end of the installation.

-12
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7.2 Step 2

The file with the Szafir Host (sabinirhost.msi) installer should be opened. You may receive an alert "Run

executable file". In this case, press "Ok" on the alert.

Open Executable File?

launch "szafirhost.msi"?

“szafirhost.msi” is an executable file, Executable files may contain viruses or other malicious code
that could harm your computer. Use caution when opening this file, Are you sure you want to

Cancel

Image 6 Alert about the executable file

Another possible element is displaying a pop-up window with security information. To complete the

procedure, click on the "Run" button. The action will launch the Szafir Host application installer.

i Instalator produktu Szafir Host 107 JE=HEEN
Przeczytaj umowae licencyjng produktu Szafir
Host 1.0.7

- [

Wstacz | Zaantahu) | [ Al

WARUNKI LICENCYJNE

Hinigjsze warunki kcencyjne, zwane dalej ,Licencia",
okresiajg prawnie wigzace zasady | warunki kerzystania
= aplikacji ,Szafir’, zwanej dalej ,Opregramow aniem”,
autorstwa Krajowe| izby Rozliczeniowe] 5.4 (KR
S.A.7), przez osobe fizyczng, prawnd b jednostks
organizecyjng nieposiadajacy csobowosci prawney
ktora poprzez takie czynnoscl gk odebranie nosnika,
mstalowanig, kopiowanie, pobieranis = sieci, uZyskanis
dostepu lub ine czynnosci zmierzajace do skorzystania
z Gprogramowania, staje sie strong Licenci -

[Licencjphircy” - i jest zobowigzana do przesirzegania

[¥] Akeeptuje warunki Umowy licencyine)

-

AT

Image 7 Szafir Host application installer

To install the application, accept the terms of the license agreement, and then click on the "Install"

button. Wait for the component installation to finish. Instructions on the screen will inform you about

the necessary steps - "Finish" the installation.

-13
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Kreator instalacji produktu Szafir Host
1.0.7 ukoficzyt prace

Kliknij przycisk Zakoncz, aby zakonczye prace Kreatora
instalaci.

Image 8 Completing the successful work of the Szafir installer

7.3 Step 3

After installing the Szafir Host application, the Szafir SDK component will be automatically installed

and updated. Progress bars are shown in the figure below.

Aktualizaga komponentow
CCP115.386.di

Image 9 Components update

Wait for the process to be successful. After it is finalized, please note that a new extension has

appeared in the browser's address bar - Szafir KIR console.

Image 10 Extension Szafir KIR

-14
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Completing the installation of components will allow the application of Szafir to be automatically

launched, with the help of which documents can be affixed with documents (see Fig. 21 Szafir KIR

application launched).

-15
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8. Electronic signing of auction proceedings

The ordering party has the possibility to parameterize the auctions in such a way that each bid is

connected with the obligation to electronically sign the confirmation of increment.
8.1 Finding the auction and launching the bidder's console

List of auctions, to which the given Contractor was invited, can be found in the "Contractor Portal"

section and the link "My auctions".

Legal notices Welcome to Purchasing Platform Supplier
- Supplier I
pplier portal Requesl.fur Pru:dure Shaxe e Dale.uf sfage
P p name r termination
Login:
My auctions I POST/PGE
Gbserved auctions Jan Giers (DMNEPLACE\aura) Test english /PGE/DZ Offers 2019-05-09 12:0

/00114/2019

My qualifications

My qualification forms Organisational unit: Dialog rechniczny
poprzedzajgoy
~ Public zone AURA Sp. j. - Szezecin (AURA Sp. wszezecie
.- Szezecin) osigpowania o
Public and non-public procurement ! ) Edz’:lznie
i
and Technical dislogue / Contest / o
RFX, the Dynamic Purchasing System zoiitieia b
of the PGE Group Companies - current £ x
Expired pubiished notices 3 Move to my procedure list
Suppliers qualification
Published results of purchasing
processses Interested
Questions & Answers / FAQ -
Request for LR oot Bncasise i noalx

Image 11 Section "Contractor Portal" and reference "My auctions"

Participation in the auction takes place via the bidder's console. To take part in the auction, click on
the auction with the status "Open" or "Future" (visible in the column "Status") with the right mouse

button and select the option "Bidder's console".

< >
“ Auction number Auction name Status Start date End date Auction type

POST/PGE/PGE/DZ0057/2019 - |CI

EEE : Finished 2015-03-28 11:45 2019:032812:17  Production aucs

- Baza Wykonawcdw - RFX - sukes e roduction auction
Eazs0 Bropy2 Finished 20150314 15:50 201903141556 Test auction
88348 Propy Paused 2015-03-14 15:05 201903291700 Testauction

#, Bidder console
< pedummm————i >

Image 12 Go to the bidder console
Available auction statuses are "Future" (published, but unopened), "Open" (you can take part in them),

"Paused", "Finished" and "Accepted".

-16
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8.2 Bidder's console and submission of an auction advance

T conso
Auiction parameters.
Number: 88349 Server time: 2019-05-08 11:40 (UTC 2:00) Number of extra time: 9 999 Link delay (sec):
Hame: Propy Start time: 2019-03-14 15.05 Length of extra time: 100 current: 0,053
Status: Paused End time: 2019-03-29 17:00 Number of extra time: 0 average: 0,223
Auction type: Test auction Remaining time: maximum: 0544
Console | REFRESH VALUES

= Name Quantity Measure End time Number of Remained State Ranking Cena jednostkowa Wartosc Finalna formuta | Final
. I extra time time formula

b ICzegé 1 | 100 a0zl o 00:00:00 1 100 000,00 | FLN

300,00 PLN

Image 13 Tender console

To place an offer, first enter it in the appropriate place, and then click on the "Submit offer" button.
Clicking the button will start the electronic signing procedure. The functionality of the electronic
signature is implemented via the application Szafir KIR, and the process itself will take place in one of

two ways:

1) If this is the first launch of a signature from a given browser, the situation will be adequate to
the description contained in chapter 7.
2) If the browser has already been used for electronic signature, then the Szafir applet will be

launched (after the potential update, which will happen automatically).

8.3 Making Electronic Signature in Szafir KIR

The variants presented in sub-chapter 11.2 will end with the launch of the Szafir KIR application, which
screen was presented as follows. In the upper part of the screen, a preview of the document is
presented (by default in "Formatted" mode). In this case, the content of the document that will be

signed electronically consists of a summary of the auction increment.

-17
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Trest dokumentu
@ Sformatowany (v Binarny () Wylaczony [ ‘Zapisz kopig ] [ Obwirz za pomocg
KONSOLA D/PRIEFUSTNICY HAM.SIL.E1.15740>:

Cena=50.00 FLN

Realizowana czynnost
Podpisywanie dokumentu 11

DANE W BUFORZE LB SR

Wrybrates certyfikat kwalifikowany, skifadasz bezpieczny podpis.

Kontynuowanie operacji spowoduje zlozenie bezpiecznego podpisu elektronicznego réwnowainego w skutkach prawnych

< |

[#] Pomiri prezentacie kolejnych dokumentdw

[%] Pomir podsumons

koleinych elementdw
Certyfikat do podpisywania Certyfikat do znakowania czasem
T 5 z
Kwalifikowany certyfikat wystawiony dla: [me] Il(waﬁﬁkuwaw certyfikat wystawiony dia: [ﬂ]
C=PL,CN= E:pL,m=-

certylikatu

wea certyfikatu
M=CERTUM QCA, O =Asseco Data Systems 5.A.,C=PL

— | —
L él FN=CERTUM QUA,O=Asseco Data Systems 5.4, J=PL -—-5|

Image 14 Szafir KIR application launched

Signing is started via the "Sign" button. The next step is the user's authentication with a PIN number
The correct number entered will sign the document.

-18
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You will be informed about the successful signing with an appropriate message.

@ Sformatowany (7) Binarny (7)) Wylgczony [ Zapisz kopie ] [ Otwdrz za pomocg

KONSOLA D/FRZEPUSTINICY HAM.SIL.81.15740>:

Cena=50.00 FLN

Realizowana czynnosé
Podpisywanie dokumentu 1,1

DANE W BUFORZE 3. Zachowanie wyniku v v

Status podpisywania:
Podpis ziozony prawidiowo

I Zakoncz I

Image 15 Message about successful signing

The ending of the signing process is possible thanks to the "Finish" button.

It is also worth mentioning that from the level of Szafir KIR control, the user has the option to change

the presentation mode of the document. By default, it is displayed in rich mode, but the buttons are

located in the upper right corner of the control:

71 Binarny ) Wylgczony

Image 16 Presentation modes of document content

The user signing the document also has the option of saving a copy of its contents, which is an option:

Zapisz kopig

Image 17 Saving a copy of a sighed document
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