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 ²ƻǊƪǎǘŀǘƛƻƴ ǊŜǉǳƛǊŜƳŜƴǘǎ 
 

For the sake of efficient and comfortable use of the Purchasing System (also known as the 

System), it must be ensured that the computer at your disposal is compliant with the workstation 

requirements presented in the table below. Failure to meet one of the requirements may lead to 

unforeseen complications while using the Purchasing System.  
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2.1 Technical requirements of IT equipment in order to use Purchasing System 

in terms of submitting bids in RFX and participating in electronic auctions 

without the use of a qualified electronic signature: 

 

1. PC / MAC computer with Internet access 

 

2. Installed operating system: 

a) Windows (recommended) - version supported by the manufacturer, recommended 
Windows 11 
b) Mac OS ς version supported by the manufacturer 

 

3. Internet browser: 

ҍ Mozilla Firefox in current version supported by the manufacturer; 

ҍ Google Chrome in current version supported by the manufacturer; 

ҍ Microsoft Edge in current version supported by the manufacturer; 

ҍ Safari in current version supported by the manufacturer,  

allowing the user to accept session cookies and supporting TLS 1.2 or higher 

encryption. 

ҍ Java runtime environment version 1.8 or newer installed on the computer - 32bit and 

64bit, if the operating system is a 64bit version. Using both Oracle Java and 

AdoptOpenJDK is possible (AdoptOpenJDK preferred). 

 

4. Internet connection: min. 512 Kbps per computer (broadband internet connection 

recommended) that allows comfortable web browsing and affords stable connection without 

packet loss; 

 

5. Mobile phone: it must be possible to install the appropriate application Google Authenticator 

or Microsoft Authenticator and synchronize with it. 
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2.2 Technical requirements of IT equipment in order to use Purchasing System 

in terms of submitting bids in RFX and taking part in electronic auctions 

using a qualified electronic signature: 

  

Minimal hardware and software requirements for using an electronic signature on Purchasing System 

are detailed below: 

1. A PC / MAC computer with access to internet 

 

2. Installed operating system: 

a) Windows (recommended) - version supported by the manufacturer, recommended 
Windows 11 
b) Mac OS ς version supported by the manufacturer 

 

3. Web browser: 

ω         Mozilla Firefox in a version supported by the manufacturer; 

ω         Google Chrome in a version supported by the manufacturer; 

ω         aƛŎǊƻǎƻŦǘ 9ŘƎŜ ƛƴ ŀ ǾŜǊǎƛƻƴ ǎǳǇǇƻǊǘŜŘ ōȅ ǘƘŜ ƳŀƴǳŦŀŎǘǳǊŜǊ; 

ω         {ŀŦŀǊƛ ƛƴ ŀ ǾŜǊǎƛƻƴ ǎǳǇǇƻǊǘŜŘ ōȅ ǘƘŜ ƳŀƴǳŦŀŎǘǳǊŜǊ 

that allows to use session cookie files and supports TLS 1.2 or higher encryption. 

 

4. Mobile phone: it must be possible to install the appropriate application Google Authenticator 

or Microsoft Authenticator and synchronize with it. 

 

5. Java runtime environment version 1.8 or newer installed on the computer - 32bit and 64bit, if 

the operating system is a 64bit version. Using both Oracle Java and AdoptOpenJDK is possible 

(AdoptOpenJDK preferred). 

 

6. Internet connection: min. 512 Kbps per computer (recommended broadband internet 

connection) that allows comfortable web browsing and affords stable connection without 

packet loss; 

 

7. Essential software and hardware used in signing the electronic signature: 

ҍ middleware software that uses PKCS#11 interface (version 2.01 or higher); 

ҍ cryptographic card reader compliant with PC/SC specification; 

ҍ cryptographic card compatible with any card reader compliant with PC/SC 

specification; 

ҍ a Hardware Security Module device compatible with PKCS#11 interface. 

 

8. In the case of electronic signature on a physical medium - A cryptographic card reader 

connected or embedded in the computer issued by the issuer of the certificate used by the 

Contractor (the card present in the reader when the signature is made), or a Smart Card Reader 
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/ Omnikey device and that certificate issuer allows the emulation of a physical card using 

PKCS#11 interface (version 2.01 or newer); 

 

9. In the case of cloud-based electronic signature ς make sure the certificate is authenticated in 
ǘƘŜ ǳǎŜǊΩǎ ǎŜǎǎƛƻƴ ŀǘ ǘƘŜ ǘƛƳŜ ƻŦ ǎƛƎƴƛƴƎ όŜΦƎΦ ōȅ ƭŀǳƴŎƘƛƴƎ ǘƘŜ application supplied by the 
ǎƛƎƴŀǘǳǊŜΩǎ ƛǎǎǳŜǊ ŀƴŘ ŜƴǘŜǊƛƴƎ ǘƘŜ ǇǊƛǾŀǘŜ ƪŜȅ ŀŎǘƛǾŀǘƛƴƎ ǘƘŜ ŎŜǊǘƛŦƛŎŀǘŜύ. 
 

10. Installed on the workstation current drivers for the cryptographic card reader (manufacturer 
websites, software installed dedicated to the signature). For cloud-based signature, software 
supplied with the signature installed. 

 

11. A qualified certificate installed on a computer on which the Contractor will log into the account 
(for Windows operating system, the certificate must be visible in the Windows Certificate 
logical store named "Personal"). 
 

12. For Google Chrome, Microsoft Edge and Mozilla Firefox browsers, installed a dedicated 
ŜȄǘŜƴǎƛƻƴ αtƻŘǇƛǎ ŜƭŜƪǘǊƻƴƛŎȊƴȅ {ȊŀŦƛǊ {5Yέ ŀƴŘ ƛƴǎǘŀƭƭŜŘ α{ȊŀŦƛǊ Iƻǎǘέ ŀǇǇƭƛŎŀǘƛƻƴ. User 
account should have permission to install and update required components for handling 
qualified electronic signature, browser extensions , Szafir SDK and Szafir Host software. 

 

Before attempting to place the tender or take part in electronic auction making use of electronic 

signatures, it is advised to  check the configuration of electronic signature on the device that will be 

used to place the tender or take part in electronic auction. 

 

Recommended version of the JAVA runtime environment can be downloaded from here: 

https://www.oracle.com/pl/java/technologies/javase/javase8-archive-downloads.html  

 

The current version of the JAVA runtime environment can be downloaded from here: 

https://www.java.com/pl/download/ 

https://adoptium.net/temurin/releases/?version=8 

 

You can check your version in accordance with the instructions available at the link: 

https://www.java.com/pl/download/help/version_manual.xml 

  

For further relevant information related to electronic signature please refer to the document 

Electronic Signature ς instruction available at:   

 

PGE Capital Group Purchasing System 

https://www.oracle.com/pl/java/technologies/javase/javase8-archive-downloads.html
https://www.java.com/pl/download/
https://adoptium.net/temurin/releases/?version=8
https://www.java.com/pl/download/help/version_manual.xml
https://swpp2.gkpge.pl/servlet/HomeServlet?MP_action=publicFilesList&folder=000f&MP_module=main
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WWW GK PGE 

 wŜƎƛǎǘǊŀǘƛƻƴ ŀƴŘ ƭƻƎƛƴ 
 

Registration and login to Purchasing System are now directly via https://swpp2.gkpge.pl.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://www.gkpge.pl/grupa-pge/przetargi/zakupy/dokumenty
https://swpp2.gkpge.pl/
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3.1 Registration, step 1Υ CƛƭƭƛƴƎ ǳǎŜǊΩǎ ǊŜƎƛǎǘǊŀǘƛƻƴ ŦƻǊƳ 

On GK PGE site (https://www.gkpge.pl/) at the top, please chooǎŜ αtD9 DǊƻupέΦ Then move mouse at 

α¢ŜƴŘŜǊǎέΣ ǘƘŜƴ ŎƭƛŎƪ ǘŀō αtǳǊŎƘŀǎŜǎέΦ 

 

 

Image 1 ς DY tD9 ǿŜōǎƛǘŜ ǿƛǘƘ α¢ŜƴŘŜǊǎέ ƳŜƴǳ ŜȄǇŀƴŘŜŘ 

 

Lƴ ǘŀō άtǳǊŎƘŀǎŜǎέΣ ŎƭƛŎƪ άtǳǊŎƘŀǎing System of the Capiǘŀƭ DǊƻǳǇέ. This action will redirect user to the 

System. 

 

 

Image 2 ς αtǳǊŎƘŀǎŜǎέ ǎƛǘŜ ǿƛǘƘ αtǳǊŎƘŀǎƛƴƎ {ȅǎǘŜƳ ƻŦ ǘƘŜ /ŀǇƛǘŀƭ DǊƻǳǇέ ōǳǘton 

 

https://www.gkpge.pl/
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After clicking button user will be redirected to System, with list of ongoƛƴƎ tǳǊŎƘŀǎƛƴƎ ǇǊƻŎŜǎǎŜǎΦ  ά[ƻƎ 

ƛƴέ ōǳǘǘƻƴ is in the right top corner. 

 

Image 3 ς Purchasing System website 

 

!ŦǘŜǊ ŎƭƛŎƪƛƴƎ α[ƻƎ ƛƴέ ōǳǘǘƻƴΣ ǳǎŜǊ ǿƛƭƭ ōŜ ǊŜŘƛǊŜŎǘŜŘ to login pageΣ ǿƘŜǊŜ αwŜƎƛǎǘŜǊέ ƻǇǘƛƻƴ ƛǎ ŀǾŀƛƭŀōƭŜ 

to choose.  

 

Image 4 ς Login page 
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!ŦǘŜǊ ŎƭƛŎƪƛƴƎ αwŜƎƛǎǘŜǊέΣ α/ƻƴǘǊŀŎǘƻǊ ǊŜƎƛǎǘǊŀǘƛƻƴ ŦƻǊƳέ ǿƛƭƭ appear.   

 

 

Image 5- α/ƻƴǘǊŀŎǘƻǊ ǊŜƎƛǎǘǊŀǘƛƻƴ ŦƻǊƳέ 

 

α/ƻƴǘǊŀŎǘƻǊ ǊŜƎƛǎǘǊŀǘƛƻƴ ŦƻǊƳέ ƛǎ divided into two steps.  

In the first step user needs to chooǎŜ ŦƻǊƳ ŘŜŘƛŎŀǘŜŘ ǘƻ ǳǎŜǊΩǎ business. Form of business will affect 

ǎŎƻǇŜ ƻŦ ƛƴŦƻǊƳŀǘƛƻƴ ǊŜǉǳƛǊŜŘ ǘƻ ǇŜǊŦƻǊƳ ǊŜƎƛǎǘǊŀǘƛƻƴ ǇǊƻŎŜǎǎΦ !ŦǘŜǊ ǳǎŜǊ ŎƘƻǎŜ ǾŀƭǳŜ ƛƴ αCƻǊƳ 

ŘŜŘƛŎŀǘŜŘ ǘƻέ ŀŘŘƛǘƛƻƴŀƭ ǊŜǉǳƛǊŜŘ ŦƛŜƭŘ ǘƻ Ŧƛƭƭ ǿƛƭƭ appear: 

¶ PESEL/TAX ID (Depend on .ǳǎƛƴŜǎǎΩǎ form); 

¶ Country of residence of the user registering in the System; 

¶ Postal code (If user choose country: Poland ς dictionary with up-to-date post codes for Poland 
is available; for other country than Poland ς postal code is inserted as text value). For 
dictionary field after entering two symbols, hints will appear with fitting post codes from 
System; 

¶ Captcha code field. 
 

Contractor registration form for Company is displayed below: 

 

 

Image 6 - Contractor registration form for Company 
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User needs to fill all required fields in order to proceed with registration. If one or more required fields 

are left blank or filled with incorrect data, System will highlight field red and display proper error 

message after user hover cursor over it. Example of error message: 

 

Image 7 ς Example of error message 

 

After user fill form with correct data and use ŀŎǘƛƻƴ αǎŀǾŜ ŀƴŘ ŎƻƴǘƛƴǳŜέ, will be redirected to second 

step of /ƻƴǘǊŀŎǘƻǊ ǊŜƎƛǎǘǊŀǘƛƻƴ ŦƻǊƳΣ ǿƘƛŎƘ ǾŀǊƛŜǎ ŘŜǇŜƴŘƛƴƎ ƻƴ ǘƘŜ ǾŀƭǳŜ ǎŜƭŜŎǘŜŘ ƛƴ ǘƘŜ ŦƛŜƭŘ άCƻǊƳ 

ŘŜŘƛŎŀǘŜŘ ǘƻέΦ 

 

3.2 Registration, step 2: Completing the registration form of the 

entity under which the account is registered 

 

3.2.1 Contractor registration form dedicated for Company 

 

This form is dedicated to users, who register account associated with any type of business activity (e.g. 

sole proprietorship, limited liability company, limited partnership, other). 

Form was divided into sections, described below. 
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Image 8 ς {ŜŎǘƛƻƴ α/ƻƴǘǊŀŎǘƻǊΩǎ Řŀǘŀέ 

 

Form contains not editable fields (TAX ID, Zip code). In order to edit them, user needs to return to 

ǇǊŜǾƛƻǳǎ ǎǘŜǇ ǳǎƛƴƎ α.ŀŎƪ ǘƻ ǎǘŜǇ мέ ōǳǘǘƻƴΦ ¦ǎƛƴƎ ǘƘƛǎ ŀŎǘƛƻƴΣ ǿƛƭƭ ŜǊŀǎŜ ǇǊŜǾƛƻǳǎƭȅ ŜƴǘŜǊŜŘ Řŀǘŀ ƻƴ 

form in step 2.  

{ƻƳŜ ŦƛŜƭŘǎ ƘŀǾŜ ƛŎƻƴ αέ displayed next to them. When user hover cursor over icon, information 

about field will be displayed.  
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In case, there is another Contractor registered with same TAX ID in System, that user entered in 

registration form, System will automatically fill fields with already registered in System data.  

 

 

Image 9 ς α¦ǎŜǊ Řŀǘŀέ ǎŜŎǘƛƻƴ 

 

Lƴ ƴŜȄǘ ǎŜŎǘƛƻƴ Řŀǘŀ ƴŜŜŘǎ ǘƻ ōŜ ǇǊƻǾƛŘŜŘ ōȅ ǳǎŜǊ ǿƘƻ ƛǎ ǊŜƎƛǎǘŜǊƛƴƎ ŀŎŎƻǳƴǘΦ CƛŜƭŘǎ α[ƻƎƛƴ όŜƳŀƛƭ 

ŀŘŘǊŜǎǎύέ ŀƴŘ α/ƻƴŦƛǊƳ [ƻƎƛƴ όŜƳŀƛƭ ŀŘŘǊŜǎǎύέ ǿƛƭƭ ƴƻǘ ŀƭƭƻǿ ǇŀǎǘƛƴƎ ǾŀƭǳŜǎΣ ǎƻ ǘƘŜȅ ƴŜŜŘ ǘƻ ōŜ ŦƛƭƭŜŘ 

manually. When saving the form, the System will check the correctness and compliance of the data 

entered in these fields. 

 

It is assumed that the user's login will be their e-mail address. 

 

The next section contains consents that the registering user must review and accept. To do so, click 

the hyperlink leading to the relevant regulation, review it and select consent.  
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Image 10 - "Main consents" section 

 

Attention! Fields become editable after entering hyperlink, leading to relevant consent.  

 

 

Image 11 ς α!ŘŘƛǘƛƻƴŀƭ ŎƻƴǎŜƴǘǎέ ǎŜŎǘƛƻƴ 

 

Last section contains additional consents, that are not required in registration process. Although if user 

wants to receive periodic information about ongoing proceedings this consents needs to be checked. 

/ƻƴǎŜƴǘǎ Ŏŀƴ ōŜ ŎƘŜŎƪŜŘ ŀŦǘŜǊ ǊŜƎƛǎǘǊŀǘƛƻƴ ƛƴ αaȅ ǇǊƻŦƛƭŜέΣ ǿƘƛŎƘ ƛǎ ŘŜǎŎǊƛōŜŘ ƭŀǘŜǊ ƛƴ ŘƻŎǳƳŜƴǘΦ  

!ŦǘŜǊ ŦƛƭƭƛƴƎ ŦƻǊƳ ŀƴŘ ǳǎƛƴƎ ŀŎǘƛƻƴ αǎŜƴŘ ŀƴ ŀǇǇƭƛŎŀǘƛƻƴέΣ ƛŦ ŀŘŘƛǘƛƻƴŀƭ ŎƻƴǎŜƴǘǎ ǿŜǊŜ ƴƻǘ ŎƘŜŎƪŜŘΣ 

System will display message. 
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Image 12 ς Message about not checking additional consents 

 

¦ǎƛƴƎ α{ŜƴŘ ǊŜǉǳŜǎǘέ ŀŎǘƛƻƴ ǿƛƭƭ ǎŜƴŘ ŀǇǇƭƛŎŀǘƛƻƴ ŦƻǊ ǾŜǊƛŦƛŎŀǘƛƻƴ ǘƻ /ƻƴǘǊŀŎǘƻǊǎ Database 

Administrator. 
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3.2.2 Contractor registration form dedicated for natural person not 

conducting business activity 

 

Below is a form dedicated to users who are registering a user account as individuals, not running a 

business. The form is divided into sections, each of which is described in detail below. 

 

Image 13 ς ǎŜŎǘƛƻƴ α¦ǎŜǊ Řŀǘŀέ 

 

Form contains not editable fields (PESEL number, Zip code). In order to edit them, user needs to return 

ǘƻ ǇǊŜǾƛƻǳǎ ǎǘŜǇ ǳǎƛƴƎ α.ŀŎƪ ǘƻ ǎǘŜǇ мέ ōǳǘǘƻƴΦ ¦ǎƛƴƎ ǘƘƛǎ ŀŎǘƛƻƴΣ ǿƛƭƭ ŜǊŀǎŜ ǇǊŜǾƛƻǳǎƭȅ ŜƴǘŜǊŜŘ Řŀǘŀ ƻƴ 

form in step 2. 

 

Lƴ ŦƛǊǎǘ ǎŜŎǘƛƻƴ Řŀǘŀ ƴŜŜŘǎ ǘƻ ōŜ ǇǊƻǾƛŘŜŘ ōȅ ǳǎŜǊ ǿƘƻ ƛǎ ǊŜƎƛǎǘŜǊƛƴƎ ŀŎŎƻǳƴǘΦ CƛŜƭŘǎ α[ƻƎƛƴ όŜƳŀƛƭ 

ŀŘŘǊŜǎǎύέ ŀƴŘ α/ƻƴŦƛǊƳ [ƻƎƛƴ όŜƳŀƛƭ ŀŘŘǊŜǎǎύέ ǿƛƭƭ ƴƻǘ ŀƭƭƻǿ ǇŀǎǘƛƴƎ ǾŀƭǳŜǎΣ ǎƻ ǘƘŜȅ ƴŜŜŘ ǘƻ ōŜ ŦƛƭƭŜŘ 
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manually. When saving the form, the System will check the correctness and compliance of the data 

entered in these fields. 

 

It is assumed that the user's login will be their e-mail address. 

 

 

Image 14 ς αaŀƛƴ ŎƻƴǎŜƴǘǎέ ǎŜŎǘƛƻƴ 

 

The next section contains consents that the registering user must review and accept. To do so, click 

the hyperlink leading to the relevant regulation, review it and select consent.  

 

Attention! Fields become editable after entering hyperlink, leading to relevant consent.  

 

 

Image 15 ς α!ŘŘƛǘƛƻƴŀƭ ŎƻƴǎŜƴǘǎέ ǎŜŎǘƛƻƴ 

 

Last section contains additional consents, that are not required in registration process. Although if user 

wants to receive periodic information about ongoing proceedings this consents needs to be checked. 

/ƻƴǎŜƴǘǎ Ŏŀƴ ōŜ ŎƘŜŎƪŜŘ ŀŦǘŜǊ ǊŜƎƛǎǘǊŀǘƛƻƴ ƛƴ αaȅ ǇǊƻŦƛƭŜέΣ ǿƘƛŎƘ ƛǎ ŘŜǎŎǊƛōŜŘ ƭŀǘŜǊ ƛƴ ŘƻŎǳƳŜƴǘΦ  
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!ŦǘŜǊ ŦƛƭƭƛƴƎ ŦƻǊƳ ŀƴŘ ǳǎƛƴƎ ŀŎǘƛƻƴ αǎŜƴŘ ŀƴ ŀǇǇƭƛŎŀǘƛƻƴέΣ ƛŦ ŀŘŘƛǘƛƻƴŀƭ ŎƻƴǎŜƴǘǎ ǿŜǊŜ ƴƻǘ ŎƘŜŎƪŜŘΣ 

System will display message. 

 

Image 16 - Message about not checking additional consents 

 

¦ǎƛƴƎ α{ŜƴŘ ǊŜǉǳŜǎǘέ ŀŎǘƛƻƴ ǿƛƭƭ ǎŜƴŘ ŀǇǇƭƛŎŀǘƛƻƴ ŦƻǊ ǾŜǊƛŦƛŎŀǘƛƻƴ ǘƻ /ƻƴǘǊŀŎǘƻǊ Database 

Administrator. 

3.3 Registration, step 3: Completing registration 

 

After sending request for verification to Contractor database administrator, message will be displayed. 

 

 

Image 17 ς Message displayed after successfully sending registration form 
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Registration form can be accepted or denied by administrator. Form will be denied if any information 

is  incorrect. 

3.3.1 Rejection of registration application 

 

If your registration request is rejected, an email will be sent to the email address provided in the "Login 

(email address)" field of the registration form, informing you of the reason for the rejection. You may 

then re-register, taking into account the comments submitted by the Contractor Database 

Administrator who processed the original registration request. 

 

3.3.2 Acceptance of the registration application 

 

If the registration application is accepted in the System, an email will be sent to the user's email address 

(provided in the "Login (email address)" field on the registration form). The email will also contain brief 

instructions on how to proceed, including a password reset link. 

 

The final step is to set a password for logging into the System. This is done using the "Password Reset" 

functionality, described in the next section of this document. 

 

3.4 Registration, step 4: setting up first password  

 

After accepting application, an e-Ƴŀƛƭ ǿƛƭƭ ōŜ ǎŜƴŘ ƻƴ ǳǎŜǊΩǎ Ŝ-mail address.  
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Image 18 ς E-mail sent to Contractor after application was accepted 

 

!ŦǘŜǊ ŎƭƛŎƪƛƴƎ ƻƴ ƭƛƴƪ αtŀǎǎǿƻǊŘ ǊŜǎŜǘέ ƛƴ Ŝ-mail, user will be redirected to Password reset site: 

 

 

Image 19 ς αtŀǎǎǿƻǊŘ ǊŜǎŜǘέ ǎƛǘŜ 

 

User needs to fill fields with correct e-Ƴŀƛƭ ŀŘŘǊŜǎǎ ŀƴŘ ŎŀǇǘŎƘŀ ŎƻŘŜΦ !ŦǘŜǊ ŎƭƛŎƪƛƴƎ αwŜǎŜǘ ǇŀǎǎǿƻǊŘέ 

button, e-mail will be send on ǳǎŜǊΩǎ e-mail address, if address exists in System. E-mail will contain 

hyperlink α/ƘŀƴƎŜ ǇŀǎǎǿƻǊŘέΦ  
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Image 20 ς E-Ƴŀƛƭ ǎŜƴŘ ǘƻ /ƻƴǘǊŀŎǘƻǊ ŀŦǘŜǊ ǊŜǉǳŜǎǘƛƴƎ ŦƻǊ αwŜǎŜǘ ǇŀǎǎǿƻǊŘέ 

 

!ŦǘŜǊ ŎƭƛŎƪƛƴƎ α/ƘŀƴƎŜ ǇŀǎǎǿƻǊŘέ ǳǎŜǊ ǿƛƭƭ ōŜ ǊŜŘƛǊŜŎǘŜŘ ǘƻ αtŀǎǎǿƻǊŘ ǊŜǎŜǘέ ǎƛǘŜΣ ǿƘŜǊŜ ǇŀǎǎǿƻǊŘ Ŏŀƴ 

be changed.  

 

 

Image 21 ς Password reset site 

 

User needs to fill both fields with same password. User can see values inserted in fields, by clicking on 

α έ ƛŎƻƴΦ  
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tŀǎǎǿƻǊŘ ƴŜŜŘǎ ǘƻ ƳŜŜǘ ǇŀǎǎǿƻǊŘ ǊŜǉǳƛǊŜƳŜƴǘǎΦ ¦ǎŜǊ Ŏŀƴ ŎƘŜŎƪ ǇŀǎǎǿƻǊŘ ǊŜǉǳƛǊŜƳŜƴǘǎ ǿƛǘƘ α{Ƙƻǿ 

ǇŀǎǎǿƻǊŘ ǊŜǉǳƛǊŜƳŜƴǘǎέ ōǳǘǘƻƴΦ /ǳǊǊŜƴǘ ǇŀǎǎǿƻǊŘ ǊŜǉǳƛǊŜƳŜƴǘǎ ŀǊŜ ǎƘƻǿƴ ƻƴ ƛƳŀƎŜ ōŜƭƻǿΥ 

 

 

Image 22 ς Password requirements 

 

In case passwords do ƴƻǘ ƳŀǘŎƘΣ ƻǊ ǇŀǎǎǿƻǊŘ ŘƻŜǎ ƴƻǘ ƳŜŜǘ αtŀǎǎǿƻǊŘ ǊŜǉǳƛǊŜƳŜƴǘǎέΣ ŀŦǘŜǊ ŎƭƛŎƪƛƴƎ 

αǎŜƴŘέ ōǳǘǘƻƴΣ {ȅǎǘŜƳ ǿƛƭƭ ƘƛƎƘƭƛƎƘǘ ŦƛŜƭŘΦ !ƭǎƻ ƛŦ ǳǎŜǊ Ǉƻƛƴǘ cursor at highlighted field, message will be 

displayed with error. 

 

 

Image 23 ς Error message during password reset 
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Successful password change will be announced with message, informing that user can now login with 

ƴŜǿ ŎǊŜŘŜƴǘƛŀƭǎΦ hƴ ǳǎŜǊΩǎ Ŝ-mail address, e-mail will be sent with password reset confirmation.  

 

In case reset link from e-mail, was used more than once or link expired, System will display error 

ƳŜǎǎŀƎŜΦ Lƴ ǎǳŎƘ ŎŀǎŜ ǳǎŜǊ ƴŜŜŘǎ ǘƻ ǳǎŜ αwŜǎŜǘ ǇŀǎǎǿƻǊŘέ ŀƎŀƛƴ ŀƴŘ ƎŜƴŜǊŀǘŜ ƴŜǿ ƭƛƴƪ ǘƻ αǊŜǎŜǘ 

ǇŀǎǎǿƻǊŘέΦ  

 

 

Image 24 ς Link expired message 

 

!ŦǘŜǊ ŎƻƴŦƛǊƳƛƴƎ ǘƘƛǎ ƳŜǎǎŀƎŜΣ ǳǎŜǊ ǿƛƭƭ ōŜ ǊŜŘƛǊŜŎǘ ǘƻ αwŜǎŜǘ ǇŀǎǎǿƻǊŘέ ǎƛǘŜΦ Lƴ ǎǳŎƘ ŎŀǎŜΣ ǳǎŜǊ ƴŜŜŘǎ 

to go through all steps described in chapter 3.6. 

 

3.5 First login to Purchasing System 

3.5.1 Setting up 2 factor authentication  

 

When logging in for the first time to System, and during registration all required consents were 

ŎƘŜŎƪŜŘΣ ǳǎŜǊ ǿƛƭƭ ōŜ ǊŜŘƛǊŜŎǘ ǘƻ ǘŀō α{ŜŎǳǊƛǘȅέΣ ƭƻŎŀǘŜŘ ƛƴ αaȅ ǇǊƻŦƛƭŜέΦ ¢ƘŜƴ ǳǎŜǊ ǿƛƭƭ ōŜ ŀǎƪŜŘ ǘƻ ǎŜǘ 

up 2 factor authentication. This authentication will be needed for future logins to System (unless, user 

add this device as trusted device). User will receive message on website, that 2 factor authentication 

needs to be set up.  
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Image 25 ς 2 factor authentication message 

 

¦ǎŜǊ Ŏŀƴ ŎƻƴŦƛƎǳǊŜ н ŦŀŎǘƻǊ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ƛƴ α¢ǿƻ-ŦŀŎǘƻǊ ƭƻƎƛƴέ ǎŜŎǘƛƻƴΦ  

 

 

Image 26 ς α¢ǿƻ-ŦŀŎǘƻǊ ƭƻƎƛƴέ ǎŜŎǘƛƻƴ 

 

CƛŜƭŘ ƴŀƳŜŘ αнC! ŜƴŀōƭŜΚέ ǇǊŜǎŜƴǘǎ ƛƴŦƻǊƳŀǘƛƻƴ ƛŦ ǳǎŜǊ Ƙŀǎ н ŦŀŎǘƻǊ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǎŜǘ ǳǇΦ LŦ ǾŀƭǳŜ ƛƴ 

ǘƘƛǎ ŦƛŜƭŘ ƛǎ αbƻέΣ ǳǎŜǊ ƴŜŜŘǎ ǘƻ ŎƻƴŦƛƎǳǊŜ н ŦŀŎǘƻǊ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǿƛǘƘ αŎƻƴŦƛƎǳǊŜέ ōǳǘǘƻƴ ƛƴ ōƻǘǘƻƳ 

ǊƛƎƘǘ ŎƻǊƴŜǊ ƻŦ α¢ǿƻ-ŦŀŎǘƻǊ ƭƻƎƛƴέ ǎŜŎǘƛƻƴΦ To configure 2 factor authentication, user needs to 

download and install on his mobile device (for example mobile phone) and configure one of the 

recommended by GK PGE applications: 

ҍ Google Authenticator; 
ҍ Microsoft Authenticator. 

 
[ƛǎǘŜŘ ŀǇǇƭƛŎŀǘƛƻƴǎ ŀǊŜ ŦǊŜŜΦ [ƛƴƪǎ ǘƻ ŘƻǿƴƭƻŀŘ ǘƘŜƳΣ ŀǊŜ ŘƛǎǇƭŀȅŜŘΣ ǿƘŜƴ ǳǎŜǊ ŎƭƛŎƪ ƻƴ ά/ƻƴŦƛƎǳǊŜέ 

button.  
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Image 27 - instruction how to set up 2 factor authentication 

 

After downloading and installing authentication application on mobile device, user needs to use it and 

ǎŎŀƴ vw ŎƻŘŜΣ ŘƛǎǇƭŀȅŜŘ ŀŦǘŜǊ ŎƭƛŎƪƛƴƎ άŎƻƴŦƛƎǳǊŜέ ōǳǘǘƻƴΦ ¦ǎŜǊ ŀƭǎƻ Ŏŀƴ ƛƴǎŜǊǘ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ƪŜȅ ǘƻ 

application manually.  
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Image 28 - 9ȄŀƳǇƭŜ ƻŦ αvw ŎƻŘŜέ ŀƴŘ α/ƻƴŦƛƎǳǊŀǘƛƻƴ ƪŜȅέ 

 

!ŦǘŜǊ ǳǎŜǊ ǎŎŀƴ vw ŎƻŘŜ ƻǊ ŜƴǘŜǊ ά/ƻƴŦƛƎǳǊŀǘƛƻƴ ƪŜȅέ ƛƴ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ŀǇǇƭƛŎŀǘƛƻƴ Ƴŀƴǳŀƭƭȅ ƻƴ ƳƻōƛƭŜ 

device, new account dedicated to Purchasing System will be added. After selecting this account on the 

phone, the application will display a one-time, time-limited, 6-digit code, which should be entered in 

the System in the "Verification code" field.  

 

 

Image 29 ς Field to enter generated code from application 

 

!ŦǘŜǊ ŜƴǘŜǊƛƴƎ ŎƻŘŜΣ ǳǎŜǊ ƴŜŜŘǎ ǘƻ ŎƻƴŦƛǊƳ ŎƻŘŜ ōȅ ŎƭƛŎƪƛƴƎ ƻƴ άŎƻƴŦƛǊƳέ ōǳǘǘƻƴΦ LŦ ŎƻŘŜ ǿƛƭƭ ōŜ ŎƻǊǊŜŎǘ 

ŀƴŘ ǿƛƭƭ ƴƻǘ ŜȄǇƛǊŜΣ ŀŎŎƻǳƴǘ ǿƛƭƭ ōŜ ƭƛƴƪŜŘ ǘƻ ǳǎŜǊΩǎ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ŀǇǇƭƛŎŀǘƛƻƴΦ ±ŀƭǳŜ ƛƴ άнC! ŜƴŀōƭŜΚέ 

ǿƛƭƭ ŎƘŀƴƎŜ ǘƻ ά¸ŜǎέΦ /ƻŘŜǎ ƛƴ ŀǇǇƭƛŎŀǘƛƻƴ ŀǊŜ generated every 30 seconds. 

 

 

Image 30 ς ±ŀƭǳŜ ƛƴ αнC! ŜƴŀōƭŜΚέ ŦƛŜƭŘ ŀŦǘŜǊ н ŦŀŎǘƻǊ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ŎƻƴŦƛƎǳǊŀǘƛƻƴ 
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When 2 factor authentication is set up, user can now use all available for Contractor feature in System.  

 

3.5.2 Next logins to Purchasing System  

 

Once the second login factor is properly configured, the System will require it upon next logins. Filling 

the required fields (marked with a red asterisk) is required each time you authenticate. 

After entering your login and password, if the data is correct, the "Enter code from the app" field will 

appear, where you must enter a 6-digit, time-limited, one-time password generated by the 

authenticator app on your phone. 

 

 

Image 31 ς Login screen after 2FA was configured 

 

Login and password fields ǿƛƭƭ ƴƻǘ ōŜ ŜŘƛǘŀōƭŜ ŀǘ ǘƘƛǎ ǇƻƛƴǘΦ !ŘŘƛǘƛƻƴŀƭƭȅ ǳǎŜǊ Ŏŀƴ ŎƘŜŎƪ ŎƘŜŎƪōƻȄ α!ŘŘ 

ǘƻ ǘǊǳǎǘŜŘ ƭƛǎǘέΦ LŦ ǘƘƛǎ ŎƘŜŎƪōƻȄ ƛǎ ŎƘŜŎƪŜŘΣ ŘŜǾƛŎŜ ǿƛƭƭ ōŜ ŀŘŘŜŘ ǘƻ ǘǊǳǎǘŜŘ ƭƛǎǘΣ ŀƴŘ ǳǎŜǊ ǿƛƭƭ ƴƻǘ ƴŜŜŘ 

to provide code from application for next 30 day, when logging in from this device. Trusted devices are 

listed ƛƴ α{ŜŎǳǊƛǘȅέ ǘŀō ƛƴ α¢ǊǳǎǘŜŘ ōǊƻǿǎŜǊǎέ ǎŜŎǘƛƻƴΣ ŀǾŀƛƭŀōƭŜ ƛƴ αaȅ tǊƻŦƛƭŜέΦ Lƴ ǘƘƛǎ ǇƭŀŎŜ ǳǎŜǊ ŀƭǎƻ 

Ŏŀƴ ŀŘŘ ŘŜǾƛŎŜ ǘƻ ǘǊǳǎǘŜŘ ƭƛǎǘΣ ǿƛǘƘ α!ŘŘ ŘŜǾƛŎŜ ǘƻ ǘƘŜ ǘǊǳǎǘŜŘ ƭƛǎǘέ ōǳǘǘƻƴΦ  
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Image 32 ς {ŜŎǘƛƻƴ α¢ǊǳǎǘŜŘ ōǊƻǿǎŜǊǎέ 

 

In case, user provides System with wrong credentials for four times, System will display additional field 

with captcha code. This field needs to be filled with correct data before next login attempt.  

 

Image 33 ς Login screen with captcha code 
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Attention: 5-th failed login attempt, will result in 30 minutes or permanent login to account block. 

When user hover over highlighted field with login, System will display message with status 

information about account and further possible action to take.  

 

 

Image 34 ς Login screen with 30 minutes login block 

 

In case of 30 minutes block, user needs to wait for 30 minutes and then login option will be unlock. 

²ƘŜƴ ǳǎŜǊΩǎ ŀŎŎƻǳƴǘ ƛǎ ōƭƻŎƪ ǇŜǊƳŀƴŜƴǘƭȅΣ ǳǎŜǊ ƴŜŜŘǎ ǘƻ ǳǎŜ αwŜŎƻǾŜǊ ǇŀǎǎǿƻǊŘέ ƻǇǘƛƻƴΦ LŦ ǳǎŜǊ ƛǎ 

ƘŀǾƛƴƎ ǇǊƻōƭŜƳ ǿƛǘƘ ǇŀǎǎǿƻǊŘ ǊŜŎƻǾŜǊȅΣ /ƻƴǘǊŀŎǘƻǊΩǎ ƘŜƭǇŘesk is always ready to help with it. 
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Image 35 ς Login screen after account block 

 

3.6  Recover password 

wŜƎƛǎǘŜǊŜŘ ǳǎŜǊ Ŏŀƴ ǳǎŜ αwŜŎƻǾŜǊ ǇŀǎǎǿƻǊŘέ ŀŎǘƛƻƴΣ ŀǾŀƛƭŀōƭŜ ŦƻǊ ƴƻǘ logged in users. In order to 

ǊŜŎƻǾŜǊ ǇŀǎǎǿƻǊŘΣ ǳǎŜǊ ƴŜŜŘǎ ǘƻ Ǝƻ ƻƴ {ȅǎǘŜƳΩǎ ǎƛǘŜΣ ŎƭƛŎƪ ƻƴ α[ƻƎ ƛƴέ ōǳǘǘƻƴ ƛƴ ǊƛƎƘǘ ǘƻǇ ŎƻǊƴŜǊΣ ŀƴŘ 

ǳǎŜ αwŜŎƻǾŜǊ ǇŀǎǎǿƻǊŘέ ōǳǘǘƻƴ ƻƴ ƭƻƎƛƴ ǎƛǘŜΦ  
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Image 36 ς Log in screen 

 

αtŀǎǎǿƻǊŘ ǊŜŎƻǾŜǊȅέ Ŏŀƴ ōŜ ǳǎŜŘ ǿƘŜƴΥ 

ҍ first login after Purchasing System was disconnected from OnePlace platform, if user owns 
accounts in both systems; 

ҍ first login after acceptance of registry application; 

ҍ unlock account after user provides System with wrong credentials several Times; 

ҍ ǳƴƭƻŎƪ ŀŎŎƻǳƴǘ ŀŦǘŜǊ ŦŀƛƭŜŘ ŀǘǘŜƳǇǘ ǘƻ ŎƘŀƴƎŜ ǇŀǎǎǿƻǊŘ Ǿƛŀ αaȅ profileέ; 

ҍ ǳƴƭƻŎƪ ŀŎŎƻǳƴǘ ŀŦǘŜǊ ŀŎŎƻǳƴǘΩǎ ǇŀǎǎǿƻǊŘ ŜȄǇƛǊŜǎ; 

ҍ unlock account after user did not log in to System for more than 90 days. 
 

/ƭƛŎƪƛƴƎ αwŜŎƻǾŜǊ ǇŀǎǎǿƻǊŘέ ǿƛƭƭ ǊŜŘƛǊŜŎǘ ǳǎŜǊ ǘƻ αtŀǎǎǿƻǊŘ ǊŜǎŜǘέ ǎƛǘŜΥ 
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Image 37 ς αtŀǎǎǿƻǊŘ ǊŜǎŜǘέ ǎŎǊŜŜƴ 

 

User needs to provide System with correct e-mail address and Captcha code. !ŦǘŜǊ ŎƭƛŎƪƛƴƎ ƻƴ αwŜǎŜǘ 

ǇŀǎǎǿƻǊŘέ ōǳǘǘƻƴΣ Ŝ-mail will be send on provided by user e-mail address (if such address exists in 

System). E-Ƴŀƛƭ Ŏƻƴǘŀƛƴǎ ƘȅǇŜǊƭƛƴƪ α/ƘŀƴƎŜ ǇŀǎǎǿƻǊŘέΦ /ƭƛŎƪƛƴƎ ƻƴ ƛǘΣ ǿƛƭƭ ǊŜŘƛǊŜŎǘ ǳǎŜǊ ǘƻ ŎƘŀƴƎŜ 

password site. 

 

 

Image 38 - E-Ƴŀƛƭ ǎŜƴŘ ǘƻ /ƻƴǘǊŀŎǘƻǊ ŀŦǘŜǊ ǊŜǉǳŜǎǘƛƴƎ ŦƻǊ αwŜǎŜǘ ǇŀǎǎǿƻǊŘέ 

 

!ŦǘŜǊ ŎƭƛŎƪƛƴƎ ƻƴ α/ƘŀƴƎŜ ǇŀǎǎǿƻǊŘέΣ ǳǎŜǊ ǿƛƭƭ ōŜ ǊŜŘƛǊŜŎǘŜŘ ǘƻ αtŀǎǎǿƻǊŘ ǊŜǎŜǘέ ǎƛǘŜΦ 
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Image 39 ς αtŀǎǎǿƻǊŘ ǊŜǎŜǘέ ǎƛǘŜ 

 

User needs to fill both fields with same password, that will meet password requirements. Entered 

values can be display by clicking on  icon. Current password requirements can be checked with 

ŎƭƛŎƪƛƴƎ α{Ƙƻǿ ǇŀǎǎǿƻǊŘ ǊŜǉǳƛǊŜƳŜƴǘǎέΦ /ǳǊǊŜƴǘ ǇŀǎǎǿƻǊŘ ǊŜǉǳƛǊŜƳŜƴǘǎ ŀǊŜΥ 

 

 

Image 40 ς Password requirements 

 

Lƴ ŎŀǎŜ ǇŀǎǎǿƻǊŘǎ Řƻ ƴƻǘ ƳŀǘŎƘΣ ƻǊ ǇŀǎǎǿƻǊŘ ŘƻŜǎ ƴƻǘ ƳŜŜǘ αtŀǎǎǿƻǊŘ ǊŜǉǳƛǊŜƳŜƴǘǎέΣ ŀŦǘŜǊ ŎƭƛŎƪƛƴƎ 

αǎŜƴŘέ ōǳǘǘƻƴΣ {ȅǎǘŜƳ ǿƛƭƭ ƘƛƎƘƭƛƎƘǘ ŦƛŜƭŘΦ !ƭǎƻ ƛŦ ǳǎŜǊ hover cursor over highlighted field, message will 

be displayed with error. 
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Image 41 ς Error message displayed during password change 

  

Successful password change will be announced with message, informing that user can now login with 

ƴŜǿ ŎǊŜŘŜƴǘƛŀƭǎΦ hƴ ǳǎŜǊΩǎ Ŝ-mail address, e-mail will be sent with password reset confirmation.  

 

In case reset link from e-mail was used more than once or link expired, System will display error 

ƳŜǎǎŀƎŜΦ Lƴ ǎǳŎƘ ŎŀǎŜ ǳǎŜǊ ƴŜŜŘǎ ǘƻ ǳǎŜ αwŜǎŜǘ ǇŀǎǎǿƻǊŘέ ŀƎŀƛƴ ŀƴŘ ƎŜƴŜǊŀǘŜ ƴŜǿ ƭƛƴƪ ǘƻ αǊŜǎŜǘ 

ǇŀǎǎǿƻǊŘέΦ  

 

 

Image 42 - Link expired message 

 

!ŦǘŜǊ ŎƻƴŦƛǊƳƛƴƎ ǘƘƛǎ ƳŜǎǎŀƎŜΣ ǳǎŜǊ ǿƛƭƭ ōŜ ǊŜŘƛǊŜŎǘ ǘƻ αwŜǎŜǘ ǇŀǎǎǿƻǊŘέ ǎƛǘŜΦ Lƴ ǎǳŎƘ ŎŀǎŜΣ ǳǎŜǊ ƴŜŜŘǎ 

to go through all steps described in this chapter. 
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 aƻǾƛƴƎ ŀǊƻǳƴŘ ǘƘŜ tǳǊŎƘŀǎƛƴƎ {ȅǎǘŜƳ ŀƴŘ ǎǳōƳƛǘǘƛƴƎ ƻŦŦŜǊǎ ŀƴŘ 
ŀǇǇƭƛŎŀǘƛƻƴǎ όwC·ύ 

4.1 άaȅ profileέΣ ǳǎŜǊΩǎ account management 

Granting the consents described above and setting up 2 factor authentication will display the following 

view, and will unlock full access to all functionalities of the Purchasing System. Return to the "Consents 

and Regulations" tab is possible via the "My profile" button. 

 

 

 

Image 43 ς /ƻƴǘǊŀŎǘƻǊΩǎ aŀƛƴ ǇŀƎŜ ŀŦǘŜǊ ƭƻƎƎƛƴƎ ƛƴ 

 

 

On the left, all modules available for a given user are visible - "Legal Notes", "Contractor Portal" and 

"Public Area". άaȅ ǇǊƻŦƛƭŜέ is located in top right corner, which allows user to manage account. 

5ŜǘŀƛƭŜŘ ŘŜǎŎǊƛǇǘƛƻƴ ƻŦ άaȅ ǇǊƻŦƛƭŜέ ƛǎ ǇǊŜǎŜƴǘŜŘ ƛƴ ƴŜȄǘ ŎƘŀǇǘŜǊΦ 

 

 

 

 

 

Modules: 

άYƴƻǿƭŜŘƎŜ .ŀǎŜέΣ 

άSupplier portalέΣ 

άPublic zoneέΣ 

ά[egal noticeέΣ 

άIŜƭǇ 5ŜǎƪέΦ 

αaȅ ǇǊƻŦƛƭŜέ ōǳǘǘƻƴ 

Button that allows user to expand 

header 
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4.1.1 άaȅ ǇǊƻŦƛƭŜέ ς ǘŀōΥ ά¦ǎŜǊ Řŀǘŀέ 

¢ƻ ƳƻǾŜ ǘƻ άaȅ ǇǊƻŦƛƭŜέ ǘŀōΣ ǳǎŜǊ ƴŜŜŘǎ ǘƻ ŎƭƛŎƪ άaȅ ǇǊƻŦƛƭŜέ ƛƴ ǘƻǇ ǊƛƎƘǘ ŎƻǊƴŜǊ ƻŦ Ƴŀƛƴ ǎƛǘŜΦ ¦ǎŜǊ 

ƴŜŜŘǎ ǘƻ ōŜ ƭƻƎƎŜŘ ƛƴΦ άaȅ ǇǊƻŦƛƭŜέ ƛǎ ŘƛǎǇƭŀȅŜŘ below. 

 

 

Image 44 ς αaȅ ǇǊƻŦƛƭŜέ 

 

All tabs are divided into sections, and their content will be described below. 

 

Clicking on αaȅ ǇǊƻŦƛƭŜέ ōǳǘǘƻƴ, user will be redirected to first available tab: 

α¦ǎŜǊ Řŀǘŀέ 

4.1.1.1 Information 

 

 

Image 45 ς {ŜŎǘƛƻƴ αLƴŦƻǊƳŀǘƛƻƴέ ƛƴ α¦ǎŜǊ Řŀǘŀέ ǘŀō 

 

This section contains general information about account, FAQ and Help Desk for Contractor.  
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4.1.1.2 User profile 

 

 

Image 46 ς {ŜŎǘƛƻƴ α¦ǎŜǊ ǇǊƻŦƛƭŜέ 

 

In this section user can edit personal data (First name, Last name, phone number) and language of 

System.  

Attention: Changing name or/and last name, will cause need to give consent again, available in 

α/ƻƴǎŜƴǘǎ ŀƴŘ ǊŜƎǳƭŀǘƛƻƴǎέ ǘŀōΦ Especially mandatory consents. 

 

4.1.1.3 Change e-mail address (login) 

 

 

Image 47 ς α/ƘŀƴƎŜ Ŝ-mail address (login) section 

 

In this section user can change e-Ƴŀƛƭ ŀŘŘǊŜǎǎΣ ǿƘƛŎƘ ƛǎ ŀƭǎƻ {ȅǎǘŜƳΩǎ ƭƻƎƛƴΦ ¢Ƙƛǎ ǎŜŎǘƛƻƴ ŀƭǎƻ Ŏƻƴǘŀƛƴǎ 

hyperlink with description, redirecting to System detailed instruction.  

 

In order to change e-Ƴŀƛƭ ŀŘŘǊŜǎǎΣ ǳǎŜǊ ƴŜŜŘǎ ǘƻ ǳǎŜ ά/ƘŀƴƎŜ ŜƳŀƛƭ ŀŘŘǊŜǎǎ όƭƻƎƛƴύέ ōǳǘǘƻƴ ŦǊƻƳ ǘƘƛǎ 

ǎŜŎǘƛƻƴΦ !ŦǘŜǊ ŎƭƛŎƪƛƴƎ ƻƴ  ά/ƘŀƴƎŜ ŜƳŀƛƭ ŀŘŘǊŜǎǎ όƭƻƎƛƴύέ ōǳǘǘƻƴΣ ά/ƘŀƴƎŜ Ŝ-Ƴŀƛƭ ŀŘŘǊŜǎǎ όƭƻƎƛƴύέ 

window will be displayed for user.  
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Image 48 ς Login change window 

   

¦ǎŜǊ ƴŜŜŘǎ ǘƻ Ŧƛƭƭ άbŜǿ ŜƳŀƛƭ ŀŘŘǊŜǎǎ όƭƻƎƛƴύέ ŀƴŘ άwŜǇŜŀǘ ŜƳŀƛƭ ŀŘŘǊŜǎǎ όƭƻƎƛƴύέ ǿƛǘƘ ǎŀƳŜ ƴŜǿ Ŝ-

mail address. Fields do not allow pasting values, user needs to fill it manually. 

Additionally, user needs to provide System with current password. When user fills all fields and uses 

ά{ŀǾŜέ ōǳǘǘƻƴΣ {ȅǎǘŜƳ ǿƛƭƭ ǾŜǊƛŦȅ Řŀǘŀ ŎƻǊǊŜŎǘƴŜǎǎ ŀƴŘ ƛƴ ŎŀǎŜ ƻŦ ŜǊǊƻǊǎΣ ǿƛƭƭ ŘƛǎǇƭŀȅ ǇǊƻǇŜǊ ƳŜǎǎŀƎŜΥ 

ҍ Incorrect password ς άtŀǎǎǿƻǊŘ ŘƻŜǎ ƴƻǘ ƳŀǘŎƘ ŎǳǊǊŜƴǘ ƻƴŜέ; 
ҍ E-mail addresses do not match ς άbŜǿ ŜƳŀƛƭ ŀŘŘǊŜǎǎ ŀƴŘ ŘǳǇƭƛŎŀǘŜ ŜƳŀƛƭ ŀŘŘǊŜǎǎ ŀǊŜ ƴƻǘ ǘƘŜ 
ǎŀƳŜέ; 

ҍ New e-mail address is the same as old one ς άnew e-mail address is the same as current e-mail 
ŀŘŘǊŜǎǎέ; 

ҍ Invalid e-mail format ς άLƴŎƻǊǊŜŎǘ ŜƳŀƛƭ ŀŘŘǊŜǎǎ ŦƻǊƳŀǘέΤ 
ҍ In case of other e-mail address format anomaly ς άLƴǾŀƭƛŘ ŜƳŀƛƭ ŀŘŘǊŜǎǎέΦ 

 

!ŦǘŜǊ ǳǎŜǊ ŜƴǘŜǊ ŎƻǊǊŜŎǘ ŘŀǘŀΣ ŀƴŘ ǳǎŜ ά{ŀǾŜέ ŀŎǘƛƻƴΣ ƻƴ new e-mail address, e-mail will be sent. E-mail 

Ŏƻƴǘŀƛƴǎ ƛƴŦƻǊƳŀǘƛƻƴ ŀōƻǳǘ ǊŜŎŜƛǾƛƴƎ ά/ƘŀƴƎŜ ŜƳŀƛƭ ŀŘŘǊŜǎǎ όƭƻƎƛƴύέ ǊŜǉǳŜǎǘΦ !ƭǎƻ ƳŜǎǎŀƎŜ ŦǊƻƳ 

System will be displayed like below: 
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Image 49 ς Message about sending activation link on new e-mail address 

 

In e-Ƴŀƛƭ ǳǎŜǊ ǿƛƭƭ ŦƛƴŘ ƘȅǇŜǊƭƛƴƪ α/ƘŀƴƎŜ ŜƳŀƛƭ ŀŘŘǊŜǎǎέΦ /ƭƛŎƪƛƴƎ ǘƘƛǎ ƭƛƴƪ ǿƛƭƭ ŎŀǳǎŜ ŎƘŀƴƎƛƴƎ ŜƳŀƛƭ 

address (login) and message from System will be displayed. 

 

 

Image 50 ς Message about successful email address change 

 

Link in email will last for 1 hour. If user wants to change email address after link expires, he will needs 

ǘƻ ǳǎŜ α/ƘŀƴƎŜ ŜƳŀƛƭ ŀŘŘǊŜǎǎ όƭƻƎƛƴύέ ŀƎŀƛƴΦ  

 

After change, login to Purchasing System will be possible with new credentials (new email address). 

 

Change will also trigger sending e-mail notification on previous e-mail address. 

 

Attention: Changing e-mail address (login), will cause need to give consent again, available in 

α/ƻƴǎŜƴǘǎ ŀƴŘ ǊŜƎǳƭŀǘƛƻƴǎέ ǘŀōΦ Especially mandatory consents. 
































































































































































