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2022NJ adFGA2Yy NBldANBYSY&

For the sake of efficient and comfortable use of tRarchasing Systertalso known a the
System), it must be ensured that the computer at your disposal is compliant with the workstation
requirements presented in the table below. Failure to meet one of the requirements may lead to

unforeseen complications while using tRerchasing System
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2.1 Technical requirements of IT equipment in order to use Purchasing System

in terms of submitting bids in RFX and participating in electronic auctions

without the use of a qualified electronic signature

1. PC /MACcomputer with Internet access

2. Installedoperating system:
a) Windows (recommended) version supported by the manufacturer, recommended
Windows 11
b) Mac OS version supported by the manufacturer

3. Internet browser:

b

b
b
b

Mozilla Firefox in current version supported by the manufacturer;

GoogleChrome in current version supported by the manufacturer;

Microsoft Edge in current version supported by the manufacturer;

Safari in current version supported by the manufacturer,

allowing the user to accept session cookies and supporting TLS 1.2 or higher
encryption.

Java runtime environment version 1.8 or newer installed on the compu2bit and

64bit, if the operating system is a 64bit version. Using both Oracle Java and
AdoptOpenJDK is possible (AdoptOpenJDK preferred).

4. Internet connection: min. 512 Kbpger computer (broadband internet connection
recommended that allows comfortable web browsing and affords stable connection without
packet loss;

5. Mobile phone it must be possible to install the appropriate applicati®oogle Authenticator
or Microsoft Authenticatoland synchronizevith it.
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2.2 Technical requirements of IT equipment in order to use Purchasing System
in terms of submitting bids in RFX and taking part in electronic auctions

using a qualified electronic signature

Minimal hardware and software requirements for using an electronic signatufuochasing System
are detailed below:
1. A PC MACcomputer with access to internet

2. Installedoperating system:

a) Windows (recommended) version supported by the manufacturer, recommended
Windows 11
b) Mac OS, version supported by the manufacturer

3. Web browser:
w  Mozilla Firefox in a version supported by the manufacturer
w  Google Chrome in a version supported by the manufacfurer
w aAONRaz2Fd 9R3IS AYy: I GSNREAZ2Y &dzLILI2 NI
W {FFENR AY | @OSNEA2Y adzZLlJLl2NILISR o6& (f
that allows to use session cookie files and supports TLS 1.2 or higher encryption

4. Mobile phone: it must be possible to install the appropriate applicaGamogle Authenticator
or Microsoft Authenticatolmand synchronize with it.

5. Java runtime environment version 1.8 or newer installed on the comp@2bit and 64bit, if
the operating system is a 64bit version. Using both Oracle Java and AdoptOpenJDK is possible
(AdoptOpenJDK preferred).

6. Internet connection: min. 512 Kbps per computer (recommended broadband internet
connection that allows comfortable web browsing and affords stable connection without
packet loss

7. Essential software and hardware used in signing the electronic signature:
b middleware software that uses PKCS#11 interface (version 2.01 or higher)
b cryptographic card reader compliant with PC/SC specification
b cryptographic card compatible with any card reader compliant with PC/SC
specification
b aHardware Security Module device compatible with PKCS#11 interface

8. In the case of electronic signature on a physical mediufk cryptographic card reader
connected or embedded in the computer issued by the issuer of the certificate hyséue
Contractor (the card present in the reader when the signature is made), or a Smart Card Reader
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/ Omnikey devicand that certificate issuer allows the emulation of a physical card using
PKCS#11 interface (version 2.01 or newer);

9. In the case otloudbased electronic signaturemake sure the certificate is authenticated in
GKS dzaSNna aSaairzy |G GKS applivafion 8upplied hyaheA y 3 0 ¢
AA3AYLFGdzNEQa AaadsSNI YR SYyidSNAy3I GKS LINRGIGS
10. Installed on the workstation current drivers for the cryptographic card reader (manufacturer
websites, software installed dedicated to the signature). For cloaged signature, software
supplied with the signature installed

11. A qualified certificate installed on a computer on which the Contractor will log into the account
(for Windows operating system, the certificate must be visible in the Windows Certificate
logical store named "Personal®).

12. For Google Chrome, Microsoft Edge and Mozilla Firefox browsers, installed a dedicated
SEGSyaArzy ot 2RLMA & StSTUNRYyAOTye {1 F.7UseN) {5Y¢
account should have permission to install and update required components for handling
gualified electronic signature, browser extensions , Szafir SDK and Szafir Host software.

Before attempting to place the tender or take part in electronic auction making use of electronic
signatures, it imdvisedto checkthe configuration of electronic signature on the device that will be

used to place the tender or take part in electronic auction.

Recommended version of the JAVA runtime environment can be downloaded from here:

https://www.oracle.com/pl/java/technologies/javase/javase chivedownloads.html

The current version of the JAVA runtime environment can be downloaded from here

https://www.java.com/pl/download/

https://adoptium.net/temurin/releases/?version=8

You can check your version in accordance with the instructions available at the link:

https://www.java.com/pl/download/help/version manual.xml

For further relevant information related telectronicsignature please refer to the document

Electronic Signature instructionavailableat:

PGE Capital Group Purchassygtem
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WWW GK PGE
3.wSIAAGNI GA2Y FYR f23Ay

Registration and logito Purchasing Systeare now directly vidnttps://swpp2.gkpge.pl
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3.1 Registration, eeplY CAf f Ay 3 dzaSND&a NBIA &L

On GK PGE sifiattps://www.gkpge.pl) at the top,pleasechcod S o t Ipd ThEnN®ve mouse at
a¢ SYRSNEES GKSy Of AO1 GFo ot dzZNOKIF &aSa¢o

/\ For Investors I PGE Group I AA+ © ® language

P GE About Group v Press center v I Tenders v I
Purchases >

i s

Sy pe — -

/;' — -
\/.; ,

v

ImagelcDY t D9 6S060aAi(S 6AGK a¢SyYyRSNEE YSydz SEL

Ly GF o &t dzNOK |FidgSysténtof tiefCapd |f G THRNIZISA WAl redirect user the
System

Purchases

iti i res through the Purchasing System of the PGE Capital Group
m

@ You do not have an account for the Purchasing System of the PGE Capital Group yet? Documents Ed

v

Image2cat dzNOKI aSaé¢ aAiaS 6AGK ot dzZNOKkaAy3I {2adSY 27
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After clicking button user will be redirected to System, with listofadng 3 t dzNO K| &Ay 3 LINR O
Ay ¢ dsdrithie Zigfit top corner

Contractor, remember to keep your account contact detalls in the PGE Group Procurement System up to date. Click here ta learn more.

CARLLES

= Contract and Qualification Notices  Contract and Qualification Notices
Current @ ., . e @

Expired

R EEInE m

Items 1-25 of 1587 show 25 v items

Purchask acs murnbar Purchasing process name Procedure  Procedure Type of Procedure Concern Catego Date of  Deadline for
information 8 P g P! type mode .. organizer procedure... CMYeETY publication  petitian /...
anncuncements)
Questions and answers POSTIPGENNW22/DZI0022072025  ElEktrownia Gazawa OCGT Postgpowanie  Przetarg Raboty Departament  PGEInwest  RELConstructionand 11 oo e 0o ac e
Rybni publiczne nieograniczony  budowlane  Zakupew Z3Sp.zoo.  installation services
Help Desk
Sukcesywna dostawa Licanikow
Zdalnego Odczytu 1 13- fazowych ) ) PGE
POST/DYS/OLD/G2/024492025  dla odbiorcéw karcowych Crmi ey Dostawy ~ ydzial Dystrybucja  ELK.304 Energy meters 1707205 16-10202510:00
publicze nisograniczony Zamowien
przylaczanych do sieci niskiego S
napigcia w podziale na 3 czgéci
Budowa trodla kogeneracyjnego Deial Zakupiw
na paliwo gazowe opartego na Budowlamch
POSTPECIPEC/UZBIO0STH2025  Ukadte sinikéw gazowychdla  Pestepowanie  Praetarg Robioty e, PGE Energia  ELK. Electrical 06082025 02102025 1200+
PGE Energia Ciepla S.A. Oddzialw  publiczne nieagraniczony  budowlane  TEEH CieplaSA.  materials
Szczecinie - Elektrocisplownia ywny
01.06)
Pomarzany
Budowa magazynu energii
elektrycznej Gryfing wraz z REI.201 Construction
POST/EOD/EQD/BM/00253/2025 nlezbgdnq |r|frzs|luk(urq Pn;l.epnwanle Praetarg " Roboty Biuro Zakupow - and installation 01-08-2025 16-09-2025 12:0
oubliczne nieacraniczonv  budowlane hd

Image3 ¢ Purchasing System website

z 7

P FTASNI Oft AO T AY3 a 23 A yodogio pgel 20yKSS NIBA SoNg SeanAt af i SONSE  N2SLB
to choose

Login (email address): *

*
Password:

23

~ RECOVER
- Lo&IN L PASSWORD

You dont have an account?

Register and benefit by the Purchasing Platform PGE Capital Group from today!

REGISTER

Image4 ¢ Login page
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' FGSNI Of AO1TAy3 awS3IAailSNkppeao / 2y G NI OG2NJ NBIA &GN G

Contractor registration form

Contractor's data

Form dedicated to: * €

v

Company
A natural person not conducting business activity

Image5-a/ 2y GNF OG2NJ NBIAAGNT GA2Yy FT2N)E

a/ 2y G NI Ol 2 N NBIFidedittd\Wwolste®.y T2 NX £ A&
Inthe first step user needstoclod S T2 NI R S R AbGsinés$SFBrm Ofidusirdzsisl i &t
40215 2F AYTF2NXNIGA2Yy NBIAANBR (2 LISNF2NY NBIAAL

RSRAOIFIGSR (2¢ I RRAGAa@peart NBIjdzZANBR FASER G2 FALE
 PESEL/TAX ID (Depend odza A yfoBnd):& Q &
1 Country of residence of the user registering in the System
1 Postal code (If user cbse country: Poland dictionary with upto-date post codes for Poland

is available; for other country #m Poland¢ postal code is inserted as text value). For

dictionary field after entering two symbolgjnts will appearwith fitting post codes from
System,;

i Captcha codéield.

Contractor registration form for Company is displayed below:

Contractor registration form

Contractors data

Form dedicated to: ~ €)

Company v
TAXID *

PL v

Country: *

Postal code: *

Captcha code: *

C

Image6 - Contractor registration form for Company
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User needs to fill all required fields in order to proceed with registratioone or more required fields
are left blank or filled with incorrect data, System will highlight field red and display peper

message after usdrover cursor oveit. Example of error message:

*

TAXID ‘ This field should not be blank.
[

Image7 ¢ Example of error message
After userfill form with correct dataand wsk O G A 2y a a | @ Swilllbe/r&direbt@dyfoisacygndzS £

stepof/f 2y G NI OG2NI NBIAAGNI GA2Yy FT2NX¥I 6KAOK @I NASa
RSRAOIGSR (2¢ o

3.2 Registration, step 2:.Completing the registration form of the

entity under which the account is registered

3.2.1 Contractor registration form dedicated for Company

This form is dedicated to users, who register account associated with any type of business activity (e.g.

sole proprietorship, limited liability company, limited partnership, other).

Form wadlividedinto sections, described below.

puls

Strona- 12
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Contractor's data

Form dedicated ta:
Cormparty

THX D
PL 776 245 58 93

REGON:
Cormparry Mame: *
Companys branch name:

Country:
Paoland

Address (street, building number, apartment number): ”

Zip eode:
00-00

City/Town: E Enter fhe name of the City. |F you want o display the full fist of cifes dedicabed 1o a given
. pastal code, enter ™"

Compary Registration Mo, :

Artachment (current copy of the Company Registration):

Compary phone number: *
Cormparty email address: *
Comparry website:

Purchasing categories: ~ £}

Type of business
h

Image8c¢{ SOGA 2y o/ 2y iNF OG2NDRa RIGI ¢

Formcontains not editable fields (TAX ID, Zip code). In order to edit them, user needs to return to
LINS@A2dza a0SL) dzaAAy3 ao. O]l G2 adSLI mé odzidz2yo | &

form in step 2.

{2YS TFASt Fo Kdisgleyed heRt2oythern. When user hover cursor over icon, information
about field will be displayed.
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In case, there is another Contractor registered with same TAX ID in System, that user entered in

registration form, System widlutomaticallyfill fields with already registered in System data.

User data

Login (email address): *

Confirm Login (email address): *

User first name: ~

User last name: *

User's phone number: *

User language:

Image9¢a ! &SNJ RIFGF¢ asSoOilArzy
LY ySEG aSOGazy RIFGF ySSRa G2 06S LINRPGARSR o6& dz
I RRNBaavéeg yR a/ 2yFANY [23AY O6SYFAf | RRNBaaovég g
manually When saving the form, the System will check the correctness and compliance of the data

entered in these fields.

It is assumed that the user's login will be theirmail address.

The next section contains consents that the registering user must review and accept. To do so, click

the hyperlink leading to the relevant regulation, review it and select consent.

Strona- 14
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Main consents

We would like to inform you that in order to register as a Contractor in the PGE Group Purchasing System, it is y to read the R
Principles of the PGE Group and then accept them.

of the PGE Group Purchasing System and the Values and
Attention! Acceptance of consents is possible only after downloading the documents and reading their content.

Regulations of the PGE Capital Group Purchasing System: * [i ]
I have read and accept the content of the Regulations of the PGE Group Purchasing System

Download Regulations of the PGE Capital Group Purchasing System

Values and Principles of the PGE Capital Group: * (i)
I have read and accept the content of the Values and Principles of the PGE Group.

View the Values and Principles of PGE Group

Image10- "Main consents" section

Attention! Fields become editable after entering hyperlink, leadingtelevantconsent.

Additional consents
Its worth staying in touch with us.

Consent to marketing contact:

If you want te be informed about important events for Contractors in the area of purchasing, including: webinars, workshops, Open Day, Suppliers Day, please select the following consents:

phone contact:
Consent to telephone contact (I have read the principles of co-administration of my personal data by PGE Capital Group entities).

Link to the information for entities registering in the PGE Capital Group Purchasing System

e-mail contact:
Consent to e-mail contact (1 have read the principles of co-administration of my personal data by PGE Capital Group entities).

Link to the information for entities registering in the PGE Capital Group Purchasing System

Consent to Newsletter:
I consent to periodically receiving marketing content (announcements about the latest purchase projects) in accordance with the conditions specified in the Newsletter Regulations.

View Newsletter Policy

Imagellca! RRAGA2y It O2yaSyiaaéd asSOlArzy

Last section contains additional consents, that are not required in registration process. Although if user
wants to receive periodic information about ongoipgpceedings this consents needs to be checked.

/| 2yaSyida Oly 0S OKSO1TSR FFUSNINBIAAGNIGAZY AY
' FOSNI FAEEAY3I F2NY YR dzaAy3a | OGA2Y adaSyR Ly

System will display message.

a a
3
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Are you sure you don’t want to
give additional consent to stay in
touch with us?

Send request Return to editing

Imagel2 ¢ Message about not checking additional consents

' 4AyY3 oa{SyR NBldSaié 0GA2y 6Aff 4S5 paabaseldLd A OF

Administrator.
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3.2.2 Contractor registration form dedicated for natural person not

conducting business activity

Below is a form dedicated to users whoe registering a user account as individuals, not running a

business. The form is divided into sections, each of which is described in detail below.

Userdata

Form dedicated ta:
A nustural parsan not conducting business siivity

User first name: *
User last narme: *

PESEL nurmibser:
PLSCL 64124 283225

Country:
Poland

Address (street, building number, apartment number):

Zip code:
00001

City/Town: ~ €3

Login jemail address): *
Confirm Login (email addressy:
Users phone number:

User language: *

Purchasing categories: * €}
Image13¢a SO A2y a! aSNJ RFGI €

Form contains not editable fields (PESEL number, Zip code). In order to edit them, user needs to return
G2 LINBGA2dza aidSL) dzaiAy3a ao. 01 (G2 adGSL) mé odzidzyd
form in step 2.

NERG aSOGA2y RIEOGlI ySSRa (2 0S LINROA

da0¢ YR a/ 2y FANY [23AY O0SYIFAf IRRNBaavé g

,_
<,
>+

F
N

&b

R

pufi
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manually When saving the form, the System will check the correctness and compliance of the data

entered in these fields.

It is assumed that the user's login will be theirmail address.

Main consents -
We would like to inform you that in order to register as a Contractor in the PGE Group Purchasing System, it is necessary to read the Regulations of the PGE Group Purchasing System and the Values and
Principles of the PGE Group and then accept them.

Attention! Acceptance of consents is possible only after downloading the documents and reading their content.
Regulations of the PGE Capital Group Purchasing System: * (i)
I have read and accept the content of the Regulations of the PGE Group Purchasing System
Download Regulations of the PGE Capital Group Purchasing System
Values and Principles of the PGE Capital Group: * (i ]
I have read and accept the content of the Values and Principles of the PGE Group.
View the Values and Principles of PGE Group
Imageldcaal Ay O2yaSyidiaé aSoOirzy
The next section contains consents that the registering user must review and accept. To do so, click
the hyperlink leading to the relevant regulation, review it and select consent.
Attention! Fields become editable after entering hyperlink, leading tielevant consent.

Additional consents
Its worth staying in touch with us.

Consent to marketing contact:
If you want to be informed about important events for Contractors in the area of purchasing, including: webinars, workshops, Open Day, Suppliers Day, please select the following consents:

phone contact:
Consent to telephone contact (I have read the principles of co-administration of my personal data by PGE Capital Group entities).
Link to the information for entities registering in the PGE Capital Group Purchasing System
e-mail contact:
Consent to e-mail contact (1 have read the principles of co-administration of my personal data by PGE Capital Group entities).
Link to the information for entities registering in the PGE Capital Group Purchasing System
Consent to Newsletter:

i consent to periodically receiving marketing content (announcements about the latest purchase projects) in accordance with the conditions specified in the Newsletter Regulations.

View Newsletter Policy

Imagel5ca! RRAGA2Yy I O2yasSyitaé asSOlAazy

Last section contains additional consents, that are not required in registration process. Although if user
wants to receive periodic information about ongoing proceedings this consents needs to be checked.

/| 2yaSyda Oly 0SS OKSOILINR FIATISENT NISHAGEKI NUI-ai AReSya O\ 6oSa
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System will display message.

Are you sure you don’t want to
give additional consent to stay in
touch with us?

Send request Return to editing

Imagel6 - Message about not checking additional consents

raAy3a a{SYR NBIljdzSaize I QOGA2y @GAff & S pakabase LILX A Ol

Administrator.

3.3 Registration, step 3Completingregistration

After sending request for verification to Contractor database administrator, message will be displayed.

Thank you for submitting the
registration application!

Your registration application is awaiting
approval. Check your e-mail.

Imagel7 ¢ Message displayed aftesuccessfullysending registration form
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Registration form can be accepted or denied by administrator. Form will be denied if any information

is incorrect.

3.3.1 Rejection of registration application

If your registration request is rejected, an email will be sent to the email address provided in the "Login
(email address)" field dhe registration form, informing you of the reason for the rejection. You may
then reregister, taking into account the comments submitted by the Contractor Database

Administrator who processed the original registration request.

3.3.2 Acceptance of the registration application

If the registration application is accepted in the System, an email will be sent to the user's email address
(provided in the "Login (email address)" field on the registration form). The email will also contain brief

instructions on how to proceed, includj a password reset link.

The final step is to set a password for logging into the System. This is done using the "Password Reset"

functionality, described in the next section of this document.

3.4 Registration, step 4setting up first password

After acceptingapplication,aner' Af gAf f 0 Smail &ghdds. 2y dza SNDa S
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Message body X

__~. Polska Grupa
/F:-GE Energeg/czga

Good morning adam,
We would like to inform you that your registration application in the PGE Capital
Group Purchasing System has been accepted.

Login to the PGE Group Purchasing System: adam@firma.com

To complete the registration process, click on the link below and activate the
"Password reset". Then follow the correspondence you receive on an ongoing basis.

Imagel8 ¢ Email sent to Contractor after application was accepted

P FGEGSNI Oft AO1 Ay 3 2y -nfail yséwillbe redirerted2dRBswoldbrasssited Ay S
Password reset
@ If you have problems resetting your password, please contact the Help Desk.
Your e-mail address: *
Your e-mail address
Captcha code: *
Enter image code
7P °
4| RESET PASSWORD
Imagel9cat F 34 62NR NBaShé¢ araas
User needs to fifieldswith correcteY'l Af | RRNBaa | yR OF LJiOKIF O2RS® !

button, e-mail will be send omiza SeNdR#& address, if address exists in Systermall will contain

hyperlinka / K y3S LI 8462 NRE @
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Message body X

.. Polska Grupa
/P-.GE Energeryczga

Good morning adam,

We have received your request to change the password for the adam@firma.com
account in the PGE Group Purchasing System.

Click on the link below to change your password: Change password
The link will remain valid for 1 hour after sending.
If you suspect that someone else has requested to change your account password

without your knowledge or consent, please ignore this email and continue using
your current password. If you have any doubts, please contact the Help Desk.

Image20¢EYF At a8y R G2 /2y dNI OG2NI F FGSNI NBIjdzSadAy3

PFGSNI OEAOTAYA af/ KFy3aS LI aag2NRéE dzaSNJ gAff 0SS NB
be changed.

Password reset
New password:
New password Lo

Repeat new password: *

Repeat new password Lo

© Show password requirements

Image21 ¢ Password reset site

User needs to fill both fields with same password. User can see values inserted in fields, by clicking on

c P¢ A02yo
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tFA3a62NR ySSRa G2 YSSG LI aadag2NR NBIldZANBYSyliaod ! a
LI a3 62NR NBIdZANBYSyiliaé¢ odzidz2yd / dz2NNByid LI das2NR
Password requirements » R

Password change frequency: 90 days.
Unique password: 5 (password must be different than the last 5 passwords entlaret:i}?f">

Minimum length: 4 characters;

Maximum length: 50 characters;

Minimum number of uppercase letters: 0 character (A to Z);

Minimum number of lowercase letters: 0 character (a to z);

Minimum number of special characters: O character (e.g. '@#5%&*);

Minimum number of digits: 0 character (0 to 9);

The password cannot contain diacritics (e.g. a, e);

The password cannot be identical to the login (e-mail address);

The password cannot be the user's name or surname stored in the PGE Group Purchasing
System;

The password cannot contain a repeating sequence of at least three identical digits
consecutively (e.g. abc111, 11112222333).

Image22 ¢ Password requirements

Incase passworddoy 2 i YI GOKXZ 2NJ LI aag2NR R2Sa y20 YSSi at
adSYyRé¢ odzilz2ys {@aiGSyY oA tufsord Righliglited ek (imeskdgSvilbe ! f & 2

displayed with error

Password reset

*
New password:

...... &

[ ...... L2 l Passwords do not match

@ Show password requirements

Image23 ¢ Error message during password reset
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Successfybassword change will be announced with message, informing that user can now login with
ySé ONBRSY (i Ahdl @ddress, ghailozdl Sea@ntwitSpassword reset confirmation.

In case reset link from-mail, was used more than or link expired, System will display error

YSaalr3dSeo Ly adzOK OFasS dzaSN YSERASYSNHAS d&B8asay
LI 2a62NRED

The link has already been used
once. Please use the "Reset
password" option again.

Image24 ¢ Link expired message

&
pufi
>

' TOSNI O2y FANXVAY3I (GKAA YSaal3aSz dzasSNJ gAatf oS N
to gothroughall steps described in chapter 3.6.

3.5 First login toPurchasing System

3.5.1 Setting up 2 factomauthentication

When logging in for the first time to System, and during registration all required consents were
OKSO1SRZ dzaSNJ gAff 0S NBRANBOU (2 G110 of SOdaNRGe&¢
up 2 factor authenticationT his authentication will be needed for future logins to System (unless, user

add this device as trusted device). User will receive message on website, that 2 factor authentication

needs to be set up.
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Set up a second authentication |
factor .

Image25 ¢ 2 factor authentication message

ASNJ Oy O2yFTAIAd2NB H -Fl Oi2MND f 2A KB (ADOGAZYDPAY ot

Two-factor login

Important information regarding the second factor:

1. Access to all functionalities of the PGE Group Purchasing System is only possible after configuring the second login component. To do this, download the applications recommended by the PGE Group to your phone,
i.e. Google Authenticator or Microsoft Authenticator, and then start the configuration process in the PGE Group Purchasing System.

2. Each time you log in, the PGE GK Purchasing System will require you to enter the code from the authenticators application. If the device from which you log in is added to the "Trusted devices" list, the System will not
force you to enter the code from the authenticator application for 30 days (from the date of addition to trusted devices).

3. If you lose the device on which the authenticator application was configured, please contact the Help Desk for Contractors

2FA enable?:

No

| CONFIGURE

Image26ca ¢ g2 OG2NJ t 23Ay¢ aSOGAzy

CASEtR YIYSR auHC! SylofSKé¢ LINBaSyida AyF2NNIGAZ2Y A
GKA&a FASER A& ab2é3x dzaSNJ ySSRa (2 O2yFAIdzaNBE w F
NAIKG O2NFERNI 2N a2 FRegoafigud 2 Patthcditifedtication user needs to

download and install on his mobile device (for example mobile phone) and configure one of the
recommendedoy GK PGE applications:

b Google Authenticator;
b Microsoft Authenticator.

[ AAGSR LXK AOQOFGA2ya NB FNBSO® [Ayla G2 R2eyf2lR
button.
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Two-factor authentication (2FA) X

How to do it?

1. Download the application recommended by the PGE Capital Group:
o Google Authenticator in Google Play or App Store
© Microsoft Authenticator in Google Play or A

2. Launch the app and add an account

3. Select "Scan QR Code” and scan the QR code below:

If you cannot scan the QR code, select "Enter configuration key” in the application and enter the code:

-

Enter the code generated in the application

v l CONFIRM
Image27 - instruction how to set up 2 factor authentication

After downloading and installing authentication application on mobile device, user needs to use it and
a0y vw O2RSI RA&ALXFE@SR I FGSNI Ot AO 1 AYy3 GaO2y TAIdz
application manually.
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If you cannot scan the QR code, select "Enter configuration key™ in the application and enter the code:

GE7V 2ZHVO VG5P 6658 RIJ_

Enter the code generated in the application:

Image28-9 El YLX S 2F avw O2RS¢ YR af/ 2y FTAIdzNI {A:s

' FGSNI dzaSNJ a0y vw O2RS 2NJSYy(dSNJ &/ 2yFAIdzNI GAZ2Y
device, new account dedicated Rurchasing Systewill be added. After selecting this account on the

phone, the application will display a otieme, time-limited, 6-digit code, which should be entered in
the System in the "Verification code" field.

Enter the code generated in the application:

Verification code

v | CONFIRM
Image29 ¢ Field to enter generated code from application
' TGOSNI SYGSNAy3I O2RS> dzaSNJ ySSRa (2 O2yFANX O2RS

YR 6AfEE y2i SELANBI F002dzy i 6Aff 068 ftAY1SR G2 d
At OKIy3S (2 &, S sgendraéddve’y 40 sdcghdst LILXE A OF GA2Yy |+ NB

2FA enable?:

Yes

Image30c+ | £ dz§8 Ay anC! Syl ofSKé FASER FFGSNIw FIFOG2I1
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When 2 factor authentication is set up, user can now use all available for Contractor feature in System.

3.5.2 Next logins toPurchasing System

Once the second login factor is properly configured, 3p&tem will require it upon next logins. Filling
the required fields (marked with a red asterisk) is required each time you authenticate.

After entering your login and password, if the data is correct, the "Enter code from the app" field will
appear, where you must enter a-digit, timelimited, onetime password generated by the

authenticator app on your phone.

Login (email address): *

adam@firma.com

Password: "

........ &

Enter the code from the application: *

Add to trusted list: €

~ RECOVER
LOGIN
» | | g PASSWORD

You dont have an account?

Register and benefit by the Purchasing Platform PGE Capital Group from today!

L) | REGISTER

Image31¢ Login screen after 2FA was configured

Login and passworiieldsg A f £ y 23 06S SRAGFIGES G GKAA LRAYyOLGOD |

G2 GNHZAGSR fAradéod LF (GKA&A OKSO102E A& OKSO1lSR:I F
to provide code from application for next 30 day, when logging imftiois deviceTrusted deviceare
listedAy a{ SOdzNRAG&é¢ (FaSODVAQYNUE BERt bBRBaASHEaas t NB

Oy I'RR RS@OAOS (2 (NHzadSR fAads gA0GK o! RR RSOAOS
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No results

Image32¢{ SOUA2Y a¢NHZAGSR ONRgaSNEE

In case, user provides System with wr@ngdentials for foutimes, System will display additional field

with captcha code. This field needs to be filled with correct data before next login attempt.

© Login (email address): ~

adacm@firma.com |

An incorrect login or password has been entered. ATTENTION! Five unsuccessful attempts to

O Password: * enter your data will result in your account being blocked.

‘ ........ ®

Captcha: *

5 RECOVER

You dont have an account?

Register and benefit by the Purchasing Platform PGE Capital Group from today!

W) | REGISTER

Image33 ¢ Login screen with captcha code
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Attention: 5-th failed login attempt, willresultin 30 minutes or permanent login to account block.

When user hover over highlighted field with login, System will display message with status

information about account and furthepossible action to take.

© Login (email address): *

adamd@firma.com Incomrect login or password entered. Login has been blocked for 30 minutes.

Password: ~

-------- o

PASSWORD

») ‘ T [G RECOVER ]

You dont have an account?

Register and benefit by the Purchasing Platform PGE Capital Group from today!

L | | REGISTER

Image34 ¢ Login screen with 30 minutes login block

In case of 30 minutes block, user needs to wait for 30 minutes and then login option will be unlock.
2 KSy dzaSNNna | 002dzyd A& of201 LISNXYIFySyidtezr dzaSN
KI@GAy3a LINRPOESY 6AGK LI aaekisBwaySadythelEwihitl 2 y i NI OG 2
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© Login (email address): *

adam@firma.com ]

. [ Your account is blocked - use the "password reset” opfion or contact the Help Desk.
© Password:

l ........ @

Q

PASSWORD

») | LOGIN [

RECOVER ]

You dont have an account?

Register and benefit by the Purchasing Platform PGE Capital Group from today!

W) | REGISTER

Image35 ¢ Login screen after account block

3.6 Recover password
WSIAAAGSNBR dzaSNJ OFy dzAS awS 02 Bded inuderd dangoRIdtTos
NEO2@SNJ LI aag2NR> dzaSNJ ySSRa (2 32 2y {@&

A

a a
dzaS oawSO2@0SNJ LI dag2NRé odziGzy 2y f23Ay &AGS
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Login (email address): *

Password: *

2

PASSWORD

) | LOGIN [S RECOVER ]

You dont have an account?

Register and benefit by the Purchasing Platform PGE Capital Group from today!

L)) | REGISTER

Image36 ¢ Log in screen

atFaag2NR NBEO2OSNEEé Oly 0SS dzZaSR 4KSyY

b

gt ot oo ot

first login afterPurchasing Systemvas disconnected from OnePlace platform, if user owns
accounts in both systems

first login after acceptance of registapplication

unlock account after user provides System with wrong credentials several;Times

dzyt 201 | 002dzyd I FGSNI FIF At SRrofiledf G SYLIG G2 OKI y3¢
dzy t 201 | 002dzy i | FGUSN) I OO02dzy i Q& LI 8&862NR SELRI
unlock account after user did not log in to System for nthen 90 days.

/I ftAO0O1TAY3 awSO20SNJ LI d3a62NRé oAff NBRANBOG dzaSNJI @
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Password reset

© If you have problems resetting your password, please contact the Help Desk.

g, ®
‘Your e-mail address:

Your e-mail address

Captcha code: *

Enter image code

4 | RESET PASSWORD
Image37¢at F 3d62NR NBaSi¢ AONBSyYy

User needs to provide System with correanail address and Captcha code¥ § SNJ Of A O1 Ay 3 2
LJ- & & ¢ 2 NR é-mad witlibé 28eyidon Brovided by usemmil address (if such address exists in
System). ¥ Af O2y il Aya KeLISNIAY]l of KIy3aS LI aagz2NRED

password site.

Lo

Message body X r

.. Polska Grupa
~GE Energeryczga

Good morning adam,

We have received your request to change the password for the adam@firma.com
account in the PGE Group Purchasing System.

Click on the link below to change your password: Change password
The link will remain valid for 1 hour after sending.
If you suspect that someone else has requested to change your account password

without your knowledge or consent, please ignore this email and continue using
your current password. If you have any doubts, please contact the Help Desk.

Image38-EY I Af aSyR G2 /2yGNIOG2NI FFGSNI NBIjdzSadAy3

z

I FASNI Ot AOTAY T 2y af KIy 380200l ot 8 632aNGRENER  IREBSENG (igéA T3 A (00
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Password reset
New password: ™

MNew password Lo

Repeat new password: *

Repeat new password L 2

® Show password requirements
Image39cat  3a62NR NBaSde¢ aadas

User needs to fill both fields with same password, that will meet password requirements. Entered

values can be display by clicking <?',> icon. Current password requirements can be checked with

Ot AO1TAY3 a{K2g¢g LI 8a62NR NBI[AdZANBYSylasgdad / dZNNBy i L

Password requirements x

Password change frequency: 90 days.
Unigue password: 5 (password must be different than the last 5 passwords entered);

Minimum length: 4 characters;

Maximum length: 530 characters;

Minimum number of uppercase letters: 0 character (A to Z);

Minimum number of lowercase letters: 0 character (a to z);

Minimum number of special characters: 0 character (e.g. |@#5%8&%*);

Minimum number of digits: 0 character (0 to 9);

The password cannot contain diacritics (e.g. g, €);

The password cannot be identical to the login (e-mail address);

The password cannot be the user’s name or surname stored in the PGE Group Purchasing
System;

The password cannot contain a repeating sequence of at least three identical digits
consecutively (e.g. abe111, 11112222333).

Image40 ¢ Password requirements

Ly OF&8 LI 8462NR&E R2 y2d YIGOKT 2NJ LI 33462NR R2S3
adSyYyRe¢ odzil2ys {@&aidSy hovefcdrsoréverBighightetl Kiald, nfeds&ge Wit | £ & 2

be displayed with error.
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Password reset

*
New password:

------ [<5)

[ ...... ¥ ] Passwords do not match

© Show password requirements

Image41 ¢ Error message displayed during password change

Successfybassword change will be announced with message, informing that user can now login with
Y S4 ONXBRSY i Arhdl dddress, ghaildedl ISeNdamtwittSpassword reset confirmation.

In case reset link from-mail was used more than once or link expired, System will display error

YSaalr3aSeo Ly adzOK OFasS dzaSNI ySSRa (2 daAaS awSasi

The link has already been used
once. Please use the "Reset
password" option again.

Image42 - Link expired message

' TGSNI O2y FANXVAY3I (GKAA YSaal3aSz dzasSNJ gAatft oS N

to gothroughall steps described in this chapter.

&

Pl
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I LILX AOF 0A2y&a owC- 0

4.1 & a profileé¢ = dazcduddd@mnagement

Granting the consentdescribed abovend setting up 2 factor authenticatiomill display the following
view, and will unlock full access to all functionalities offluechasing SysterReturn to the "Consents

and Regulations" tab is possible via the "My profile" button

I caé LINRTA

My Profile @ -

e Change in the way of submitting offers. Click for more information. Help Desk pu B

= v T A~
Legal notices Welcome to Purchasing Platform €) Alerts

No newsletters.
Login:

User (user@mail.com)

Organisational unit:

I Button that allows user to expan

contractor 11853,
(PL5872528140 - 02)
Modules:
. )3 & 5 Supplier
aYy2g¢tf SR3
Proced Date of D f
éSupplier portad = R e N e stagename L on Inviation
, . . Zakup 1 Offers 20250813 14:00  2025.08-06 13:10
OPublic zoné = ’
d ¢ga| nOtiCé > Zakup 2 Petitions 2025-08-27 16:00  2025-06-23 13:14
d I g f LJ 5 é é Zakup 3 o - Offers 2025-08-3112:00 2025-08-06 10:29

Image43¢/ 2y G N> Oli2NRa al Ay LI 3IS FAEGSNI £ 233Ay3

On the left, all modules available for a given user are visitilegal Notes", "Contractor Portal" and

w

"Public Area".d a &  LINIdcatdd $nétop right corner, which allows user to manage account.

5830GFAf SR RSAONARLIIA2Y 2F Gaé LINBTFAESE Aa LINBasSyds
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411 Gaeé LINBFAIYS&! aSNI RFEGI €
¢t2 Y20S G2 dqaé& LINRPFAESE Glox
ySSRA

dzZaSNJ ySSRa G2 OfAO
i2 0SS t233SR Jglow. Gae LINRPTAL SE A

& RAALI I &SF

Help Desk

== -l My Profile @v

User (user@mail.com)
contractor 1185329184 - Warszawa

(PL5872528140 - 02)

u MY PROFILE

Image44caa& LINBFAL S¢

All tabs aradividedinto sections, and their content will be described below.
Clickingona a &

LINE F Auses il bé maliréicd/to first available tab:
a! ASNI REGL ¢

4.1.1.1Information

(XS Consents and regulations

Information

Remember please to always keep the information regarding your data up t date. More information en making changes to your data can be found in the "Questions

d answers / FAQ" tab. If you have any questions, please contact the Help Desk.
Imaged45¢{ SOUA2Y OaoLYF2NXIGA2YE AY

a! aSNJ RFGLI ¢
This section contains general information about account, FAQ and Help Desk for Contractor.
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4.1.1.2User profile

Userprofile

User profile

Login (email address):
login@mail.com

User's first name:
Name

User's last name:
Lastname

User's phone number:
+48223455678

User's language:
english

Image46c{ SOGA2Yy a! aSNJ LINPFAf S¢

In this section user can edit personal data (First name, Last hame, phone number) and lasfguage
System.

Attention: Changing name or/and last name, will cause need to give consent again, available in
o/ 2vasSyia | yvR ENgechiyghandathrg opriseénts.( | 6 @

4.1.1.3Change amail address (login)

Change e-mail address (login)

Before you decide to change your e-mail address (login), we encourage you to read the "Detailed Instructions for Using the PGE Capital Group Purchasing System for Contractors”, which can be found in the Knowledge Base.

Image47¢ca / K| ynmhibad@ess (login) section

In this section user canchanger Af | RRNBaasx ¢gKAOK Aa |ftaz2 {eadsSy

hyperlink with description, redirecting to System detailed instruction.

Inordertochange' Af | RRNBS&ax dzaSNJ) ySSRa G2 dzaS a/ KIFy3S
aS0GA2y® 1 FGSNI Ot A0l Ay3a 2v G/ KISt SIYRRND & 3R RNE
window will be displayed for user.
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| X
g st (&[]
Complete the fields below

New email address (legin): *
Repeat email address (login): *

Enter your current login password: *
o

Arocc trmmeT LS SRS ESETS TR PSSO TS 1 ESTSSA IRCTE TS TR 1 IS TR TRS ek § SRITE A ra e R e RSO T SIS TARA TAr | AATESOTARS  WRe R e Sn mS e ine o

Image48 ¢ Login change window

'aSNJ ySSRa (2 FAtf abSé SYIFAf | RRNBaa o6f23Ayo0é

mail address. Fields do not allow pasting valusr needs to fill imnanually

Additionally, user needs to provide System wétirrent password. When user fills all fields and uses

G{F @S¢ odzitG2ys {@adSY gAftft GSNATEe RIdGl O2NNBOUYS
62NR R2S& y20 YIGOK OdNNByd 2y8

bSé SYIAf IFRRNXaa |yR RdzLJ AOI G

b Incorrectpasswordat | a a

b Email addresses do not matehd
al v.S¢

b New email address is the same alsl onec onew email address is the same as currernail

I RRNB & aé

Invalid email format¢a L y O2 NNBE Ol SYI A€

I RRNBaa F2N¥YIFGeT
In case of other €nail address format anomatya L y @ f A R Y

b (Y

b FAf FRRNXaa¢o
' FGSNJ dza SNJ Sy G SNJ O2 NNB Onéw eRrlailiatidfess| eyfaik wilthé Sent.d@fall S ¢ O
O2y Gl Aya AYyF2NNIGA2Y | o02dzi NBOSAGAYy3I da/ KFy3aS Sy
System will be displayed like below:

Strona- 39



GE

PGE Dystrybucja

An activation link has been sent
to the new email address
provided.

Image49 ¢ Message about sending activation link on newneail address

IneYlF Af dzZASNJ gAff FTAYR KELISNIAY]l aof KFy3aS SYIl At

address (login) and message from System will be displayed.

Image50 ¢ Message about successful email address change

Link in email will last for 1 hour. If useants to change email address after link expires, he will seed
G2 dz&aS o/ KFy3aS SYIFAf RRNBRaa oft23Ay0é [3IALAYyD

After change, login t®urchasing Systemiill be possible with new credentials (new email address).
Change will also trigger sendingr&il notification on previous-eail address.

Attention: Changing enail address (login), will cause need to give consent again, available in

o/ 2yvasSyia I yvR EnNgdchighahdathrg oprsénts.( | 0
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